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Educating the SMB
Datto is dedicated to educating our partners and
setting them up for success. Through Datto’s Global
Partner Program, we provide tangible tools and
resources to address the needs of today’s MSPs
and empower them to grow their businesses.
In this issue of Managed Service Provider, we’re
focusing on the tools and information MSPs
need to educate their clients on all things data
protection. Topics include backup and disaster
recovery, cybersecurity, network continuity, SaaS
protection, and more. Enjoy!
AUSTIN McCHORD CEO
Austin McChord is the founder, CEO, and driving force
behind Datto, a data protection company formed in 2007.
A Connecticut native, McChord started the company in his
parents’ basement after completing his degree in
bioinformatics at RIT.
Under his leadership, Datto has experienced incredible
growth, making the coveted Inc. 500 list of fastest growing
companies for three consecutive years, and now employing
more than 800 employees in locations around the world.

Join the Conversation
datto.com/blog-mag

@Datto

Success Story:
Hit the Bricks

Productivity
Hacks for MSPs

linkedin.com/
company/datto-inc-

facebook.com/
dattoinc
To find out more information about Datto visit datto.com
Questions email: partners@datto.com
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Product
Update
CONTINUITY

At DattoCon17, we announced updates across all product lines and our partner portal. “This year, like every
year, is all about giving our partners products that are tailored to their needs. We are constantly thinking
about ways to make the product more flexible, more robust and easier to use,” said Ian McChord, Vice
President of Product. “The thing that is different this year is our intense focus on the cost of ownership.
Maximizing partner margins is critical to our vision, and we have made big strides in improving profitability
for our resellers across the entire product line.”

SAAS PROTECTION
The SIRIS 3X line of all-flash appliances is now available in
Business (1, 2, 3, and 4TB) and rack-mounted Professional
models (4, 8, and 12TB RAID). The ALTO 3 is now available as a
more streamlined offering with 2TB of fast SSHD storage, and
the ability to support up to four agents.

Datto SaaS Protection received powerful functionality and
performance enhancements. Point-in-time backup functionality
was added for Microsoft O365.
Users will now get 3x daily snapshots of their entire data
libraries, with the ability to browse snapshots before an export
or restore.

On the software side, we introduced Fast Failback™ Bare
Metal Restore (BMR), which significantly reduces downtime
during restore. We also added support for Hyper-V 2012, 2012 R2,
and 2016, and expanded backup support for VMware 6.5 in an
agentless capacity and as a Virtual SIRIS device. VHDx Export
allows users to select a point-in-time and download a complete
VHDx image locally or from the Datto Cloud, expanding on our
current ability to create VMDK and VHD images.

NETWORKING
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Export performance has been improved by a dramatic 82,000%
and restore time improved by 500%. We’ve also added service
level, all user, and multi-user point-in-time search.

PARTNER PORTAL
The Datto Networking Appliance (DNA) received important
enhancements as well. DNA now performs layer 7 deep packet
inspection for all traffic passing through the router. This enables
the appliance to categorize traffic by application and lays the
groundwork for additional layer 7 features and capabilities.

Several new dashboards were announced and are now available,
including a device status compressed view, networking status
page, SaaS status page, and mobile status page—ensuring
our partners always have the most relevant information at
their fingertips.

QoS Traffic Shaping has also been added. Users can prioritize
business-critical applications ensuring they have enough
bandwidth to function in an uninterrupted mode. We also added
support for external antennas.

Additionally, we announced a new Service Status dashboard at
http://status.datto.com/. This delivers real-time availability
information about Datto services, including Partner Portal,
device and SaaS backups, screenshots, and more. We also
overhauled our store UI to make it even easier to purchase
Datto products or services.
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Headlines

TOP CYBERSECURITY HEADLINES OF 2017

NotPetya Malware Attack
Spreads Across the Globe

Crash Override Malware
Causes Cybersecurity Alert

A large-scale ransomware attack hit 12,000 machines
in nearly 65 countries around the world. Although
it was initially believed to be a new form of Petya
ransomware, researchers determined it is an entirely
new strain. The attack affected shipping giant, Maersk,
as well as the radiation monitoring systems at the site
of the Chernobyl disaster. Other industries impacted
included power grid companies, banks, the postal
service, media outlets, and cell providers.

The Department of Homeland Security issued a
cybersecurity alert after this form of malware
made rounds. While there currently is no evidence
to suggest the malware has affected any U.S.
infrastructure, it is under investigation, and the NCCIC
is sharing the information to provide organizations
with detection and mitigation recommendations.

Department of Homeland
Security Issues Cyber Alert
The Department of Homeland Security (DHS) issued an
alert regarding a new cybersecurity threat. According
to the alert, all systems behind a Hypertext Transfer
Protocol Secure (HTTPS) interception product are
potentially at risk.
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Reports of Canadian
Data Breaches Expected
to Increase

Company Pays $1 Million
to Recover Files from
Ransomware Attack

New changes to Canadian privacy laws require Canadian
companies to disclose more information about
cyberattacks and be more proactive about disclosing
potential risks that may leave them vulnerable.

Nayana, a South Korean web-hosting firm, agreed to pay
a $1 million ransom to regain access to their hacked files.
This is the largest-known ransom amount ever paid in
a ransomware attack. The hackers initially demanded
$4.4 million, but a lower ransom was agreed upon
after negotiation. Data on 153 Linux servers and 3,400
customer websites were encrypted by the hackers.

IRS Issues Warning About
W-2 Phishing Scam

WannaCry Attacks Wreak
Havoc Across the Globe

Phishing Scam
Infects Gmail Users

The IRS issued a warning after a W-2 phishing
scam made the rounds. According to the IRS, the
scam targeted businesses, school districts, tribal
organizations, and nonprofits.

WannaCry infected 200,000+ businesses in over
150 countries before a UK researcher inadvertently
developed a killswitch. The attack has been
considered a major wake-up call and a reminder
to ensure the latest software patches are applied.

This phishing email came from a trusted contact
with a subject line and attachment used in the past,
so it appeared to be legitimate. However, the email
contained a fake link or attachment which prompted
victims to enter their Gmail credentials.
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PREPARING
FOR THE
NEXT

NotPetya
As
By: Brooks Borcherding, CRO at Datto, Inc.

the NotPetya and WannaCry viruses
became household names this year, the
fear of cyberattacks has escalated among
businesses of all sizes. But, the news
headlines have been focused on large, well-known
enterprises such as WPP, Monsanto, Mondelez, and Maersk
who fell victim to the most recent attacks. While these
multinational corporations have dedicated IT security
departments to defend against these threats, they were
still compromised.
An even bigger threat looms for millions of small-and
medium-sized businesses (SMBs) that don’t typically have
the budget to hire a dedicated IT person. This critical void
leaves SMBs highly exposed to evolving cyberattacks.
A report from Cybersecurity Ventures found that nearly
half of all cyberattacks are committed against small
businesses. Plus, additional research recently conducted
by Datto uncovered that 57 percent of SMBs have already
experienced a ransomware attack in 2017.
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As an alternative to hiring IT staff, SMBs should consider
outsourcing their IT needs to Managed Service Providers (MSPs)
who can help thwart cyberattacks and provide professional,
highly personalized, and cost-effective IT support, allowing
SMBs to focus on their core business. SMBs can benefit from the
security and business continuity services offered through MSPs
in a number of ways:

MONITORING THE THREAT LANDSCAPE
MSPs serve as guardians for any small business’ IT
infrastructure by delivering ongoing monitoring and
management of employee email, website security, and office
applications. MSPs are constantly in-tune with the health of
their clients’ IT environment and constantly assess cyberattack
vulnerabilities. These professionals take a proactive approach
to IT to avoid devastating impacts to their client’s revenue and
reputation that can result from cyberattacks.

As an example, an employee at bottling company, Continental
Food and Beverage (CF&B), opened a malicious phishing email,
which allowed ransomware to gain access to the company’s
IT infrastructure. It encrypted the company’s shared resources
and locked CF&B employees out of the critical applications
that run their business. Fortunately, the company’s MSP, SWK
Technologies, had already installed a data backup and recovery
solution as part of CF&B’s IT ecosystem. SWK Technologies
identified the threat, found a recent data restore point, and
performed a data restore promptly. Needless to say, CF&B’s
quick recovery saved the company hundreds of thousands of
dollars in delivery delays and lost revenue.

EXPERTISE IN IT
The lack of cybersecurity training is the leading cause of
ransomware infections. Employees don’t always receive
the training or possess the necessary knowledge to avoid
cyberattacks. This leads to employees visiting unsecure
websites, opening malicious emails, and more. MSPs serve
as a safety net for SMBs when they make these critical
mistakes. The ongoing monitoring and software management
these professionals provide is important because keeping
software patched and up-to-date is essential to protect
against security breaches.

REDUCING PAIN POINTS
Outsourcing IT tasks to an MSP allows a small business to focus
on developing their core business rather than managing day-today IT needs. This is essential, since SMBs are often stretched
thin with scarce resources and little buffer to survive extended

business interruptions. For example, protecting company data
through backup and restore has long been difficult for SMBs. By
placing this task in the hands of experts, SMBs can rest knowing
their data is protected against malicious or inadvertent actions
while reducing business risk.

REDUCING COSTS
Shifting IT management over to MSPs can also render cost
savings. Managed services are generally more cost-efficient
than hiring a dedicated IT person, and the knowledge and
expertise of an MSP is typically superior. According to the latest
figures from Kaseya, 77 percent of businesses pay under $1,000
a month for managed services.

MSPs understand the need to provide effective data protection
and keep their customers current on the latest IT security
services. They know their customers’ environments and ensure
patches are deployed, and vulnerabilities are addressed
proactively. Also, MSPs care about their customers because they
know that any SMB that suffers two or more days of downtime
is likely to go out of business within a year. That’s why MSPs are
becoming the preferred IT outsourcing option for SMBs around
the world. They deliver better service, support, and overall value
relative to any other options available in the market,
and even outperform many of the dedicated IT departments
of multinational corporations.

Cybersecurity
Checklist

It’s no secret that small-and-medium-sized businesses, or SMBs, have become the primary target for
cyberattacks. In a recent report form the Ponemon Institute, we learned that 50% of small businesses
experienced data breaches in 2016.
As hackers are continuously evolving their methods
to breach systems, it can be difficult for any business
to stay on top of their data security. Developing a list
of best practices to keep systems secure is the best
place to start. The following checklist is designed
to help SMBs build the foundation behind their data
protection methods that can combat cyber threats
as they evolve.
Assessing Risk : Conducting regular cybersecurity
assessments is the best way to keep security measures
up-to-date. Begin by researching the current landscape
of cyber threats, like ransomware. Understanding how
much downtime and money a breach could cost is
essential in building a cybersecurity strategy. From
there, an SMB can begin constructing a plan to keep
systems secure.
Employee Training: Keeping employees current on
the most common cyber threats is crucial. Schedule
annual training for current employees and add it to
onboarding for new employees. This will keep staff on
the same page about current threats and best practices
to prevent breaches.
Network and Device Protection: There are a few easy
steps you can take internally to keep your network
safe. To begin, set up password policies requiring strong
passwords that expire after 90 days. Firewall, VPN, and
antivirus will also protect your network’s endpoints.
Multifactor authentication is also common practice to
ensure people outside your network can’t easily gain
access to accounts. Lastly, regularly monitoring
a network and encrypting hard drives is a must.
Software Updates : Keeping software up-to-date is key.
Hackers exploit vulnerabilities when they find them, so
keeping software as current as possible is a must to
keep a network secure. Patch management software
can help keep track of updates as they become
available and easily make changes.

Simple Cybersecurity Policies: In addition to regular
employee training, keeping a cybersecurity policy
documented will serve as a great reference for staff.
The policy should define a clear set of rules and
instructions for employees to practice.
Data Backup: If a cyberattack does break past your
defenses, having a backup solution in place is the only
way to ensure you can get back to business. Implement
a solution that takes multiple, daily backups. A strong
backup solution will conduct incremental backups,
so no single backup is dependent on another, and a
business can recover to any point in time before an
attack.
Enabling Uptime with Instant Recovery : A modern
data protection solution will offer “instant recovery” of
data and applications. Keeping backups of your data
is step one, being able to rapidly restore it is step two.
Application downtime equates to lost revenue. Choose
a data protection solution that succeeds at backing up
data in the most intelligent way and can restore
it quickly.
Keep Track of Where Data Lives : When data lives in
multiple places, it becomes easier for unauthorized
individuals to compromise your systems. Keeping
track of where your data lives is a huge piece of the
security puzzle. The more places data exists, the more
likely it is that unauthorized individuals will be able to
access it. Avoid “shadow IT” with business-class SaaS
applications that allow for corporate control of data.
Controlled Access : Implement a key card system
to control access to your facilities. Enforcing strong
password policies is also necessary in a secure work
environment. Your IT staff should be the only ones with
administrative privileges, as they will be vigilant about
keeping systems and software up-to-date.

In today’s cyber environment, keeping data secure is crucial, but it’s a lot easier said than done. By following
the 9 pieces of advice listed above, SMBs can take the right steps toward a total cybersecurity strategy.
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TYPES OF SOCIAL ENGINEERING
SCAMS TO BE(A)WARE OF
PHISHING

QUID PRO QUO

Phishing is the most common form of social engineering practiced
by today’s hackers. It often appears in emails, chat tools, or web
ads. This kind of scam is designed to look like it’s coming from a
real company and delivers a sense of urgency or immediate action
item for the reader. For example, a hacker could disguise themselves as a company emailing an end user an invoice. When they
click the attachment, it will release a virus into the system.

Similar to baiting, quid pro quo also requests the exchange of
private data, but in this case, they would give the end user a
service. For example, an employee might receive a phone call
from the hacker posed as a technical support expert offering
free IT assistance in exchange for login credentials.

BAITING
Baiting offers the reader something in exchange for private
information. Here, the “bait” comes in many forms. Some examples include music or movie downloads, or a branded flash drive
labeled “Annual Employee Performance Reviews” that is left out
in the open for an end user to find. If an end user takes the bait, a
virus is unleashed into their workstation.

MarketNow

A powerful marketing platform and key
benefit for all Datto Partners.
Users:

Contacts Uploaded:

Emails Sent:

Print Assets Created:

3,500

250,000

80,000

3,600

PRETEXTING
This method occurs when a hacker impersonates someone an end
user knows to attain information. For example, a hacker may pose
as the CEO of a company and send an email requesting private
data or attaching a virus that looks like a document requiring
action from employees.
Help your SMBs help themselves by getting them up to speed on
common forms of social engineering. Creating awareness is step
one in safeguarding clients from cyber threats.

TAILGATING
Tailgating happens when an unauthorized person follows an
employee into a restricted area at their company. One example is
hackers commonly ask unsuspecting employees to hold doors for
them, claiming they forgot their badge.

Take Your Business to
New Heights with Datto’s
Business Made MSPeasy
Content Series
Offering quick and easy tips for MSPs from
MSPs via eBooks, webinars, videos, and more.

MarketNow is our way of empowering and enabling
you to go to market faster and easier with Datto
products and solutions. The goal is to help you grow
your business by giving you the tools and resources
you need to reach the right customer, at the right
time, with the right message.
• Launch lead generation campaigns
and nurture leads
• Boost your web and social media presence
• Co-brand collateral for a custom look
• Manage contacts and leads

Visit www.datto.com/resources today

• Analyze your marketing results

u
Learn more about MarketNow at
datto.com/mn-mag
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Source: Datto’s 2016 Ransomware Report, with survey findings gathered from 1,100 IT service providers in the US and worldwide.
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31%

of IT service providers report
recent ransomware attacks
against small businesses

report 6+ attacks in
early 2016

report multiple ransomware
attacks in a single day

According to nearly 100% of IT service providers surveyed, ransomware attacks against small
businesses are becoming more frequent, a trend that will continue over the next 2 years.

95%

REPORT
CRYPTOLOCKER
ATTACKS
35% report ransomware attacks on
cloud-based applications, including
Google Apps and Office 365.

Fewer than 1 in 4 ransomware incidents
are reported to the authorities
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70% of whom report Dropbox
being the target.

The Leading Industries Targeted
by Ransomware
Professional
Services
Healthcare

44% 38% 33%

Construction and
Manufacturing

Ransomware outsmarts today’s
leading defense solutions:

93% report ransomware
infiltrating anti-virus or
anti-malware software

With a backup and disaster recovery (BDR) solution, 97% of small businesses
could recover from ransomware. Without BDR, only 68% could recover.
To learn more about ransomware and how to protect your business, visit datto.com/rw-mag today.

ASHES
OUT OF THE
By: Andrew Burton, Tech Writer at Datto, Inc.

In

May 2016, the city of Fort McMurray, Alberta suffered a devastating wildfire. The fire burned more
than 1.2 million acres, destroyed
2,400 buildings, and displaced more people
than any other fire in history. Damages
have been estimated to be in excess of
$9 billion.
Entire sections of the city were completely
destroyed, and many businesses in the region were severely impacted by the event.
Many suffered extended periods
of downtime.
AirCon Technologies was one of the many
businesses operating in the evacuation
zone. Though AirCon employees wouldn’t
return to Fort McMurray for over 40 days,
they returned to operations quickly thanks
to smart decisions, the right technology,
good fortune, and a lot of hard work. This is
their story.
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Liam Burgess, President and CEO of AirCon
Technologies, was on his way to the company’s Fort McMurray office. The previous
afternoon, there had been black smoke
visible from a wildfire burning in the forest
southwest of the city, but Burgess didn’t
think much of it. “It’s a very wooded area, so
fires are somewhat common. I didn’t even
pay attention and figured it would be no big
deal,” he said.

largest hydraulic shovels and haul trucks
in the world. Its clients include some of the
largest oil production companies operating
in Western Canada today.

Tuesday morning, the inversion reversed,
strong winds changed direction, and the
fire began tearing through the dense boreal
forest toward Fort McMurray.

The morning was like any other at AirCon,
the sky was clear and there was no sign
that the fire was becoming a threat. However, this couldn’t have been further from
the truth.

“We were in a conference room, and suddenly it got very dark, so I walked out to
see what was happening,” said Burgess. “I
was immediately shocked by the smoke. It
was blocking out the entire sky.”

He wasn’t alone. For residents of the city,
it was pretty much business as usual. And,
in Fort McMurray, business is oil. Located in the middle of Northeast Alberta’s
Athabasca oil sands, it’s the heart of one
of Canada’s largest hubs for oil production.
According to Burgess, almost everyone in
the area is connected to the oil industry.

The previous afternoon, the fire had spread
to about 1,250 acres, according to The Globe
and Mail. There were 80 firefighters at the
scene, attacking it from the ground and by
air. In spite of their efforts, the wildfire had
more than doubled in size by 5:00 PM. By
8:00 PM, it had doubled again.

According to Globe and Mail reports, two
dangerous conditions known as “crowning”
and “spotting” were occurring. Crowning
happens when fire spreads rapidly through
the tops of tall trees, independent of what’s
happening on the ground. Crown fires can
be particularly dangerous for firefighters,
who must pull back and combat it from
above using aircraft. Spotting occurs when
embers from the fire are carried by the
wind for longer distances—across a river,
for example, which would normally form
a natural fire barrier. By 1:00 PM, the fire

AirCon Technologies installs and services
fire suppression, air conditioning, heating, and air filtration systems on a broad
range of equipment including some of the

Hot, dry conditions and the vegetation in
the area allowed the fire to grow quickly.
Meanwhile, a weather condition called an
“inversion” was at play, stoking the flames
and keeping smoke low to the ground. On

had jumped the Athabasca River and was
threatening neighborhoods on the west
side of Fort McMurray.

loss following the fire. Given the severity of
the fire, they decided it was very likely the
office and servers would suffer damages.

“Right away we sent everyone home,” said
Burgess. “It was suddenly obvious that
the situation was very bad.” At this point,
neighborhoods in the southwestern part of
Fort McMurray, such as Gregoire, Beacon
Hill, and Abasand, were already under mandatory evacuation as a wall of smoke and
flames stretched above the surrounding
forest. In downtown Fort McMurray, AirCon
employees started clearing out.

AirCon had a Datto SB2000 on premises,
which backs up data continuously throughout the day and replicates to the Datto
Cloud daily at 10:00 PM. In the event of an
outage, users can run applications from
local or cloud backups while primary systems are being restored, allowing the company to avoid major downtime. Cordingley
remotely logged into the system and saw
that the last backup completed successfully at 3:02 PM, less than an hour earlier.
He had Landry shut the system down and
remove it from AirCon’s network.

“It seemed like a typical day until the
early afternoon,” said Calgary-based Mark
Cordingley, VP of Information Technology
for AirCon. Around 2:00 PM, unaware of the
events unfolding in Fort McMurray, Cordingley noticed something strange during
routine monitoring of AirCon’s network—a
rapid drop off of wireless network traffic. “I
thought that was pretty odd, considering it
was early in the afternoon, so I called the
office,” he said.
In Fort McMurray, AirCon trainer and quality
assurance manager Jacques Landry was
the last employee in the office. He was
considering whether he would evacuate
north or south of the city.
By this time, conditions were growing
dramatically worse south and west of
Fort McMurray. Strong winds continued to
push the wildfire east, toward Route 63.
The highway bisects Fort McMurray north
to south and is the only route in and out of
the city. According to Burgess, by 2:30 PM,
traffic on 63 South was already extremely
heavy with residents fleeing the city.
Meanwhile, as Cordingley and Landry sat
on the phone watching the news coverage
of the fire, it became clear that Landry
needed to evacuate AirCon’s office. The
fire had jumped another river, the Hangingstone, and spread into the residential
neighborhoods of Abasand Heights and
Beacon Hill, just to the west of downtown.
The two hatched a plan that Cordingley
hoped would allow AirCon to restore
business operations quickly with no data

Landry decided he would evacuate the city
to the south with the SB2000. They took action just in time. Within an hour, Cordingley
had lost all remote connectivity with the
AirCon network due to the fire.
Landry put the Datto device in his truck and
headed south, but he didn’t make it far. The
fire was spreading across Route 63, cutting
off one of the two routes out of the city. He
was forced to drive north, where many Fort
McMurray residents would eventually find
shelter at oil company work camps. By 4:00
PM, Route 63 North was a parking lot.
Around this time, Cordingley called Burgess,
who was at home with his wife packing
essentials and preparing to evacuate. “I
told him we have a live copy [of data and
applications] as of 10:06 PM on May 2 and
I’m working on May 3.” Burgess said that the
call was a relief because he had so much
else going on. “My wife and I packed a bag
and grabbed the dog and evacuated. Mark
had our IT covered, that allowed me to focus
on other aspects of the business.”
After his call with Burgess, Cordingley
called Datto Tech Support. Even though
Landry had taken the Datto device with him
when he left the office, Cordingley wanted
to understand all of his options. Given the
deteriorating situation up north, he worried
it could be a while before he could get his
hands on AirCon’s SB2000. “When I called
Datto, I got someone instantaneously,” said
Cordingley.
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Cordingley spoke with Michael Rollman, a
Datto tech support engineer. Because of
the unique circumstances, Rollman recommended an emergency reverse RoundTrip,
where business data from the Datto Cloud
is copied onto a hard drive and shipped to a
partner, as well as setting up an FTP server
so Cordingley could pull the data that
way. “The situation with the fire sounded
pretty chaotic, so we wanted to give them
options,” said Rollman.
Rollman was working on Datto’s Code Red
support team at the time. The rotating
team is tasked with supporting partner’s
disaster recovery efforts. The team was
launched to give partners enhanced
support when they need it most—during a
disaster recovery event.
The following morning, Burgess
was in Edmonton. “We stayed north
for a few hours, but our friend owns
a plane, so we were able to evacuate to our secondary residence,” he
said. At home, he was strategizing
all things AirCon. One of his primary concerns was being able to run
payroll on time.

afternoon. Beacon Hill, a neighborhood
just west of downtown, was hit particularly
hard—70 percent of the homes were destroyed. There were no reports of damage
in the downtown neighborhood where AirCon’s office is located. However, according
to Burgess, there was no way to know what
was happening there. North of the city,
roughly 10,000 people were posted up at
oil camps, and another 70,000 had fled into
surrounding communities. Alberta declared
a state of emergency.
Landry was still north of Fort McMurray,
unable to deliver the Datto device to Cordingley. However, he found a secure location
to connect the device to the Internet. This
allowed Cordingley to access the SB2000

“If we hadn’t had Datto,
and had to rebuild from
scratch, it would take
three days, and only
provide data from four
days ago. I’d estimate
the company would
have lost $30,000 in
revenue in the process.”

“I care deeply about the people
that contribute to my business,”
Burgess said. “Families were
displaced, there were a lot of
unknowns and an amplified level
of fear. The last thing we wanted to
do was financially stress impacted
employees.” Cordingley felt the
gravity of the situation as well. “Payroll
was coming up, and 100 families were in
various states of anxiety,” he said. “The data
became vital because payroll was about to
be vital to these families.”

In Edmonton, Burgess spoke with AirCon’s
accounting firm, Kingston Ross Pasnak LLP
(KRP). “They offered us temporary office
space to work from to keep operations
going, which was extremely generous, and
a true reflection of their level of customer
care,” said Burgess.
According to Global News Canada, 1,600
structures were destroyed by Wednesday
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remotely and perform a delta sync from
the device to the Datto Cloud, to create a
live image of the company’s data as of 3:02
PM the previous day. “We used this updated
image to run the company during the initial
time period before we set up the emergency office in Edmonton,” he said. “Being able
to run from the cloud was a huge benefit.”
“The fact that we could spin up a virtual
machine in the cloud and run payroll was
very important to me personally,” Burgess
said. “It made a big difference for our employees, who were very anxious about their
homes.” Before Cordingley came on board,
AirCon took a more traditional backup

“Fort McMurray wildfires 457“ by Premier of Alberta, used under CC BY /
Cropped from original

“Fort McMurray Wildfire 1194“ by Premier of Alberta, used under CC BY / Cropped from original

“[6] 2009, FIRE, 9 images, DSC_6402 - DSC_6410 - 4987x2402 - SCUL-Smartblend” by Cameron Strandberg, used under CC BY / Cropped from original

approach. “They were taking a file-based
backup once a day,” he said. “If we hadn’t
had Datto, and had to rebuild from scratch,
it would take three days, and only provide
data from four days ago. I’d estimate the
company would have lost $30,000 in revenue in the process.”
According to Global News Canada, by
Friday, more than 21,000 acres had burned.
There were 49 separate active fires and
seven of them were considered to be “out
of control.” However, the fire was beginning
to move east of the city into the dense
forest. The threat was far from over as
firefighters continued to battle hot spots in

and around the city, but the situation was
improved, at least for the time being.

“Fort McMurray wildfires 10425“ by Premier of Alberta, used under CC BY / Cropped from original

about IT.” Thankfully, he didn’t have to be.

Cordingley got to work on the IT piece at his
office in Calgary. He had to set up everything— desktops, printing, ESX server, managed WiFi, etc. AirCon employees would
arrive in Edmonton soon, so he worked
quickly to acquire the technology he’d need
to set up the temporary office space.

Over the course of the next two weeks,
AirCon would run operations from in the
Datto Cloud while Cordingley set up the
temporary office space and production ESX
environment in Edmonton. AirCon employees arrived on May 17. “The IT staff from KRP
was stunned that we got up and running in
the time we did,” said Burgess.

“The emotional atmosphere was so
intense,” Cordingley said. “Some AirCon
employees already knew they had lost their
homes; others had not yet received confirmation. I don’t know what I would have
done if I had to be the bearer of bad news

AirCon would operate in Edmonton for
over a month, while the fire continued to
burn near Fort McMurray. Thankfully, the
company’s office was not harmed, although
buildings nearby suffered damage. AirCon
returned to Fort McMurray on June 7, 2016.

“Mark is extremely dynamic, he enabled
me to concentrate on other aspects of the
business during that critical time,” said
Burgess. “On the business side of things,
we were able to show the strength of our
operations by getting back online so quickly. Some of our competitors were unable to
do so. As difficult as it was, it was a positive
for the business, and Datto was a part of that.
Many businesses in the area did not fare as
well. The Conference Board of Canada estimates that the fire resulted in a loss of 1.2
million barrels of oil per day for two weeks,
which translates to nearly $1 billion.
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STOP TALKING AND START LISTENING
Ask your prospect some pointed questions about their WiFi. Do they
truly know how good or bad their WiFi is? Are they in a customerfacing business where free Guest WiFi could be an added amenity
that sets them apart? Find out what they think is important. Ask the
questions, and then listen. When you stop talking and start listening,
you’ll be amazed at what you hear.

BE OPEN AND TRANSPARENT
Your prospect looks to you for IT expertise. You have knowledge and
capabilities that they don’t have. They want to trust you. You want them
to trust you. Be open, honest, and transparent with them. If they ask you
a tough question, don’t dodge. Answer it and tell the truth. And if you
don’t know the answer, tell them you’ll find out and get back to them.

SELL YOUR SERVICE
Don’t ever lead with a product or a list of features. As soon as you go
there, you immediately devalue your business and what you can offer
to your potential client. Focus on your service, and how your service
will benefit your client.

Tips for Selling Managed
Networking Services
By: Scott West, Senior Product Marketing Manager at Datto, Inc.

T

hese days, everywhere you go
there are signs that say “Free
WiFi.” People want to be online.
And businesses have recognized
the value of promoting WiFi as an
amenity. Why? It’s not hard to figure out.
In a coffee shop, for example, a customer
using the free Guest WiFi will probably
spend more time in the store. When
that happens, there’s a high degree of
probability that the customer will spend
more money. Maybe she’ll buy a second
cup of coffee. Maybe she’ll buy a muffin.
Either way, she’ll spend more money
simply because she is there. And the free
Guest WiFi is what keeps her there.
Small businesses know this. Especially a
small customer-facing business such as
a restaurant, bar, or coffee shop.
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But how many times have you logged
on to a small business’ Guest WiFi and
thought “This WiFi is awesome!” Typically,
the Guest WiFi experience often leaves a
lot to be desired.
First, it’s hard to login. Many times you
have to ask someone what the WiFi
password is. And then you have to
type in that password, which typically
includes a form of the business name,
and maybe some cryptic characters.
ScottsCoffee4343 for example. Try typing
that on your cell phone, and tell me
you don’t fat finger at least one of the
characters. When you finally get online,
the WiFi is frequently so slow that it
takes forever just to get your email, let
alone catch up on the latest episode of
Game of Thrones.

They want WiFi that works. Sell them on your service and how that
service will keep the WiFi up and running. They want WiFi that is fast.
Sell them on your deployment expertise and how your team will design
and implement a WiFi configuration that maximizes performance
according to their needs.
In the end, they aren’t buying WiFi. They aren’t buying a network. They
are buying you and your service. So, lead with that.

BE CONFIDENT
Don’t forget that you are the expert. Your client needs your knowledge
and expertise. So be confident in how you present yourself and your
business.

So what’s the answer? Simply put, the
answer is Managed Networking Services
backed by a Managed Services Provider
(MSP). If you are a small business owner,
do you want the high school kid working
behind your counter to troubleshoot the
WiFi? No. You want an expert. You need
an expert. You need an MSP. And if you
are truly serious about delivering WiFi
as an amenity, and as a competitive
differentiator, you are willing to pay for
quality Managed Networking Services.
Clearly there is a need in the market for
Managed Networking Services. But if you
are an MSP who is new to selling WiFi
as a managed service, where should you
begin? How should you approach your
potential customer and convince them
they need you and they need Managed
Networking Services?

Most importantly, be confident about your pricing. Don’t forget that
you are running a business, and you deserve to be compensated and
profitable. In fact, your client should want you to be successful. Your
success means reduced risk for them.
Managed Networking Services benefits everyone involved. It helps your
potential client deliver great WiFi as an amenity, or just simply ensures
their network stays up and running so people can get their work done.
For you, it is an opportunity to fill a need for your clients: great WiFi
that works, and “I’ve got your back” service if and when it’s needed.
Everybody wins.
I want to hear your stories. If you have a story (win or loss) about
selling Managed Networking Services, please share it with me at
skwest@datto.com.
To learn more about Datto Networking and how Datto is
reinventing how MSPs do networking, please visit our website
at www.datto.com/networking-mag.

TECH TALK
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Backupify was sold direct to the
enterprise and was acquired
by a company that sold in
a channel-only model.
I think the biggest
challenge our team
ran into was moving
from direct sales to
incorporate channel,
and the technical
hurdles to achieve that.
We also needed to teach
partners the value this
product can provide for
their customers and how they
can solidify a lot of future MRR
from it.

WHAT ARE YOU MOST EXCITED
ABOUT WITH WHAT’S COMING ON
THE PRODUCT SIDE? WHAT ARE YOU
WORKING ON RIGHT NOW
THAT YOU THINK MSPS
WILL APPRECIATE?

With the release of Datto SaaS Protection (previously
Backupify), Datto has broken the mold of object stores and
distributed databases to deliver a fast and flexible nextgeneration SaaS backup platform. Applying IRIS capabilities like
Inverse Chain Technology and advanced filesystems resulted in
an incredibly fast product line backing up Office 365 and G Suite.
The result is the first cloud-based platform that’s fast, efficient,
and built to scale.
In this interview, Angela Diaco, Product Marketing Manager for
SaaS Products, and Ivan Evsyukov, Product Manager of Datto
SaaS Protection, discuss the latest release, development
challenges, and what’s next for Datto SaaS Protection.

HOW DID YOU COME TO BACKUPIFY?
I came from an engineering background and had worked in
the cybersecurity space for a while. I came here because
SaaS backup presents a massive opportunity, and the team
was nearing the end of the replatform project most will
know as SaaS Protection 2.0. With that change complete, and
momentum building at Datto and at Backupify, I knew I wanted
to be a part of the growth of this company.

WHAT WERE THE BIGGEST CHALLENGES YOU SAW
RIGHT OFF THE BAT WITHIN THE SAAS BACKUP
MARKET?
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With the release of 2.0,
we’re taking Datto technology
and applying proven techniques to a new market to create
something new. The SaaS Protection Node will take advantage
of that architecture to offer something that none of our
competitors can deliver—a choice of cloud or local storage
for SaaS backups. We’re also excited about Google Team Drive
protection and Multi-Admin functionality in Office 365. That
will allow partners to co-manage accounts with clients. We’re
continuing to improve the way that you manage Datto SaaS
Protection. Additionally, we’re slated for improvements to our
status page in Q4.

WHAT HAS BEEN THE INITIAL RESPONSE FROM
PARTNERS WHO HAVE CUSTOMERS ON THE
OFFICE 365 2.0?
First, we’re getting overwhelmingly positive responses in
terms of the speed of the interface. The first response that
we typically get is “wow, this is fast.” People also like that the
restore and export times have really improved, and the ‘at a
glance’ page gets positive responses as well.

HOW SHOULD MSPS BE SELLING SAAS BACKUP
TO THEIR CUSTOMERS?
A big part of it is the disaster recovery message, especially
with the recent ransomware attacks. I think our partners have
that message down pat. But, it’s also important to know about

outages since not everyone is aware that Microsoft and Google
clouds are not protecting user data. User Management is also a
great use case partners can talk about with their customers. For
instance, if a customer experiences turnover with their employees,
they can retain their data with Saas Protection at a fraction of the
cost of maintaining G Suite or O365 licenses. If partners can speak
to the strategic value of investing in SaaS backup, I think they can
get all of their customers on board easily.

WHAT ADVICE WOULD YOU GIVE TO MSPS WHO ARE
SELLING BACKUPIFY FOR THE FIRST TIME?
Bundle the product with Office 365 licenses! I think that’s the
easiest way. You already sell O365, why not just sell Backupify on
top of it? If MSPs can show customers the value of having that
insurance policy for their data, SaaS Protection sells itself.

TO BACK UP THAT LAST QUESTION, WHY IS DATTO
SAAS PROTECTION THE LEADING PRODUCT IN THIS
MARKET? WHY SHOULD MSPS TRUST THAT THIS
SOLUTION IS A CUT ABOVE THE REST?
We have the most experience, we have the most resources, and
we’re channel-focused, but it truly comes down to brand. We
have the Backupify legacy that’s successfully done SaaS backup
for 10 years already, which is why we’re coming out with a nextgeneration product for the channel. Aside from the massive
amount of experience, we can stand on our 24/7/365 tech support,
ease of use, automation of backups, and new user detection as
differentiators. The fact that we support all the main services
within O365 and G Suite also gives us a leg up over other solutions.
Meanwhile, competitors are still trying to catch up to our firstgeneration product. Plus, we have a really catchy name...

WHERE SHOULD PARTNERS GO TO GIVE YOU
FEEDBACK ABOUT THE PRODUCT?
The best way to make your voice heard is to talk to your success
rep—they are your best point of contact. That said, talking to
partners is one of my favorite parts of my job. I love it. Feel free to
contact me at ievsyukov@datto.com as well.

LAST BUT NOT LEAST, TELL US MORE ABOUT THE
DATTO SAAS PROTECTION NODE!
The Node is exciting for us. It utilizes the new infrastructure we
built out for Datto SaaS Protection 2.0. In the cloud application,
the architecture is more localized, with each partner living on a
discrete server. There’s no more of the distributed system that
we are accustomed to, which allows us to take our entire stack
and put it on a server within a client’s server with little effort.
The reasoning behind the Node was to account for organizations
that may still hesitate to have their SaaS data backed up in the
cloud, especially in highly regulated industries. We wanted to give
partners the ability to offer cloud or local storage of SaaS data to
customers. That provides the option to have that data on-prem for
that added peace of mind.

CALLING ALL DATTO PARTNERS & MSPs!
Datto is heading to a city near you to showcase
our latest and greatest solutions to enable you to
be successful. Join us and let’s take your business
to new heights in 2017.
• NEW! Products/Features (and How to Sell Them)
• Datto Networking
• Ransom Wars: The Channel Strikes Back!
• MSP Training + Resources
• Datto’s Global Partner Program
AND MORE!

DATE

LOCATION

Thursday 9/14

Montreal, QC

Tuesday 9/19

Philadelphia, PA

Tuesday 9/19

Winnipeg, MB

Thursday 9/21

Calgary, AB

Tuesday 9/26

Virginia Beach, VA

Thursday 9/28

Greenville, SC

Tuesday 10/3

Edmonton, AB

Wednesday 10/4

Kelowna, BC

Thursday 10/5

Vancouver, BC

Tuesday 10/10

Long Island, NY

Tuesday 10/10

Savannah, GA

Thursday 10/12

Boston, MA

Tuesday 10/17

Palo Alto, CA

Tuesday 11/7

Birmingham, AL

Tuesday 11/14

Charlotte, NC

Tuesday 11/14

Billings, MT

Thursday 11/16

Boise, ID

Tuesday 11/28

Norwalk, CT

Tuesday 12/5

Jacksonville, FL

Wednesday 12/6

Chicago Suburb, IL

Thursday 12/7

Chicago City, IL

Thursday 12/7

Little Rock, AK

Thursday 12/14

Orange County, CA

VISIT DATTO.COM/RS-MAG
TO REGISTER
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Success
Story
Datto Networking products are designed to be fast, easy,
and efficient to deploy and manage via the Datto Partner
Portal. Access points self-organize into a self-healing,
encrypted mesh network with WiFi roaming automatically enabled, and Datto switches offer plug-and play
integration with APs.

“SMALL TO MEDIUMSIZED HOSPITALITY
BUSINESSES WITH
AGING INFRASTRUCTURE
REPRESENT A BIG
OPPORTUNITY TO INSTALL
DATTO NETWORKING.”
Daniel Morgan, Senior Network
Engineer at Teknologize, Inc.

HIT THE BRICKS

access points throughout the facility to ensure full WiFi
coverage. He configured the network in such a way that
APs acting as repeaters are never more than a single
hop from a gateway to ensure consistent performance.
While he didn’t specifically plan for outdoor WiFi coverage in the two courtyards, Morgan said that connectivity
was available on the 2.4 GHz band which offers broader
coverage with slower speed (Datto APs offer concurrent
2.4 and 5 GHz WiFi). “Based on my heat maps and disbursements, 2.4 GHz will cover outdoors, but 5 GHz won’t
reach,” he said. Finally, he used Datto’s native captive
portal capability to create an Internet use terms and
conditions page.
This was Morgan’s first project using Datto Networking products, but he said that he is currently pitching a
second installation. “Small to medium sized hospitality
businesses with aging infrastructure represent a big
opportunity to install Datto Networking,” he said. “Mesh
networking is ideally suited for that use case.”

Morgan used Ekahau HeatMapper to plan out the
deployment. HeatMapper detects WiFi signals and
creates a WiFi heat map as a visual representation of
WiFi coverage. That allowed him to strategically place

By: Andrew Burton, Tech Writer at Datto, Inc.

Teknologize Inc., a WA-based Datto partner, recently
deployed over 30 Datto AP60 Access Points in a housing
facility for government researchers in Richland, WA. The
installation posed some challenges, according to Senior
Network Engineer, Daniel Morgan. “There were a number
of issues we had to work around,” he said. “But mesh
networking was well suited to address them. We looked
at Ruckus and Xirrus as well, but ultimately chose Datto
for the mesh capability.”
The facility, which comprises three buildings and two
courtyards, is home to approximately 300 students and
researchers. “They’re all on Netflix, Roku, and other
streaming services,” Morgan said. “It’s fairly bandwidth-intensive.” The facility is an older brick construction, a material notorious for knocking down WiFi
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signals. On top of that, the customer, Paragon Housing,
didn’t want to run new cabling as a part of the project.
So, Morgan installed Datto AP60s every 20 to 30 feet
throughout the hallways of each building using the
existing fiber cabling. These access points, which are
directly connected to the Internet, act as WiFi gateways.
To create the mesh network, he installed additional AP60s acting as repeaters throughout the facility,
extending the WiFi signal beyond the coverage of the
hardwired access points. “I think that’s one of the
strongest selling points for the access points—you don’t
need to run cable, cut holes in walls, etc,” Morgan said.
“For installations like this, mesh networking is an ideal
solution.” He also installed a Datto E24 Switch as part of
the deployment.

Lemenmade
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Tips

PRODUCTIVITY HACKS FOR MSPs
By: Chris Brunau, Business Writer at Datto, Inc.

T

ypical MSPs are wearing many hats within an organization. They could be any
combination of Engineering, Sales, Marketing, Accounting, Quoting, Technical Support,
and Operations. To improve productivity, we picked the brain of Eric Torres, Channel
Development Manager, and former MSP before joining Datto.

1 SCHEDULE EVERYTHING
Schedule your day and adhere to it. Schedule your sales calls, operational time, etc. You’ll get into a groove for your week, and you
can balance your workload knowing you’ll complete your tasks on
time. With a busy and hectic schedule, it’s easy to find an excuse
not to get something done. By scheduling these tasks, you can
prioritize them more easily.

2 DELEGATE
Surround yourself with trusted co-workers and delegate some
of your tasks to others. You have to trust and empower them and
their choices, because it’s easy to get caught in the weeds and
want to control every aspect of the business.

3 USE PRODUCTIVITY SOFTWARE
Take advantage of applications and tools like Todoist, Evernote,
or OneNote. Create daily tasks for items you need to accomplish. These tools will quickly become your best friends! If you’re
not using productivity software, create a to-do list every single
morning. This will help you stay on track and give you satisfaction when an item on your list is crossed off, pushing you to be
even more productive.

4 WORK WHILE ON THE MOVE
Today’s mobile devices are so advanced, most of us can complete tasks while on the move. Respond to emails, make phone
calls, review proposals, and more.

5 DEVELOP AN ORGANIZED SYSTEM FOR YOUR EMAIL
A full mailbox can be the most time-consuming and productivitykilling aspect of your day. It may seem impossible, but keeping
a mailbox with fewer than 10 unread emails IS POSSIBLE if you
develop a system. A quick scan of an email and you’ll know
which category it belongs in, and you can respond at a time
when you’re ready. Develop a system for organizing your emails
into categories or folders:
• Urgent items
• Items that require feedback
• Items that can wait
• Lengthy emails to read later
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6 TEST YOURSELF
Track your time for two weeks, in 15-minute intervals. See where
you are spending the majority of your time. You may be surprised
at how much unnecessary “work” is consuming your time. Review and make adjustments to your daily schedule.

7 LOOK AT MAJOR TASKS/PROJECTS IN SECTIONS
A major project will seem very overwhelming at first. If you look
at your project in stages and determine the order of tasks that
need to be accomplished, that mountain of work will suddenly
appear much smaller.

8 AVOID DISTRACTIONS
Avoid distractions like social media, news, TV, and unnecessary
lengthy conversations. While it’s great to have an open door
policy, when an item requires your undivided attention, it’s okay
to close your door. Focus solely on the task at hand, and you will
complete that task much faster than you would with distractions.

9 STAY ORGANIZED
Too much time is wasted looking for things. Stay organized with
a file/folder system that allows for finding notes, documentation, etc.

10 ADJUST YOUR WORK SCHEDULE
Far and away, the best thing Eric ever did when he had projects
that required his undivided attention, was to go into the office
when nobody was there. Start your day at 5 AM or 6 AM. You’d be
shocked what you can accomplish before everybody else even
shows up and sits down. If it’s too difficult to switch your hours,
try working from home. However, you need to ensure you don’t
succumb to any outside distractions that you may not encounter
in the office.
Hopefully, these tips will make your daily routine a bit
easier for you. If you enjoyed these MSP-centric tips, there’s
plenty more where that came from.

Check out the Datto Resource Library for our
full catalog of MSPeasy content!

We know marketing isn’t easy and
you don’t have the time or resources
required. With MarketNow Concierge,
you’ll have unlimited support for
marketing services, including:
• Importing and organizing your leads
and sales assets
• Deploying marketing campaigns
on your behalf
• Customizing Content
• Implementing CRM integrations
• Generating marketing reports
Let Concierge handle your marketing needs while you
focus on managing your business! Interested? Learn more
at marketnowservices.com

$

$
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June 18–20, 2018

Network with over 1,000 Datto Partners to learn their successful
go-to-market strategies, pricing structures, and best practices.

Register today at dattocon.com

