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TaylorWorks is a managed service provider (MSP) based in Orlando, Florida. They’ve 

been in business for 21 years, working with clients primarily in the legal and medical 

sectors. TaylorWorks prides itself on its partnership approach to IT and offers a co-

managed IT model. Their approach allows them to collaborate closely with a client’s 

internal IT team to assist with strategic IT initiatives and planning, while enabling 

some management of IT tasks to be handled in-house. 

“This model works best for us when our client is using Datto and we can collaborate 

and manage the solutions with their internal IT team,” said Tim Taylor, owner, 

TaylorWorks. “We’re very specific about the credentials of the client’s IT employees 

and we only take this approach if we can verify that they have the professional IT 

background necessary to carry out the tasks. Once we have this trust with a client, 

we grant their internal IT teams admin privileges and access to Datto.” 

TaylorWorks’ clients have been increasingly targeted by ransomware attacks, 

which has highlighted the need for stronger security measures as well as a disaster 

recovery and continuity plan and solution. TaylorWorks relies on Datto SIRIS to 

protect their clients when disaster strikes. 

Impact of ransomware attacks on clients mitigated by use of Datto  

Taylor shared that one of their clients, a large law firm in Orlando was hit with a 

ransomware attack. The threat actors demanded $2 million in ransom - the largest 

Taylor has ever seen. The employees didn’t unknowingly let them in. It was a brute 

force attack that encrypted all of their servers. The client has some IT staff in-

house, and TaylorWorks worked closely with their team through the remediation 

and recovery process. Luckily, they didn’t pay any ransom. They are now working 

with a forensic team to investigate. According to Taylor, “We were able to recover 

their data because we use Datto SIRIS.” 

“We’ve learned that there’s no way to stop every attack, but being able to restore our 

clients’ data is the most important thing,” said Taylor. “That’s why we won’t support 

a network without Datto.” TaylorWorks’ foundational offering has Datto built-in. “It’s 

too big of a risk for an MSP to not have a solution like this built into their offering 

and if a client company has another product, we strongly encourage them 

to use Datto.” 

“WE’VE LEARNED 
THAT THERE’S NO 
WAY TO STOP EVERY 
ATTACK, BUT BEING 
ABLE TO RESTORE 
OUR CLIENTS’ DATA IS 
THE MOST IMPORTANT 
THING. THAT’S WHY WE 
WON’T SUPPORT 
A NETWORK 
WITHOUT DATTO.”
Tim Taylor

-Owner

https://www.taylorworks.com/
https://www.datto.com/products/siris?utm_campaign=law-firm-running-after-2m-ransom&utm_medium=Content&utm_source=196


SUCCESS STORY

In addition to a continuity and backup solution, Taylor says two-factor 

authentication (2FA) is critical. The challenge with this particular client scenario 

was that their internal IT team did not put 2FA on the server logins, only the 

workstation logins. The hackers took advantage of the SMB’s vulnerability on 

some of their Microsoft servers. As attacks become more sophisticated—”teams 

specifically targeting companies these days as compared to random individuals 

targeting just anybody find ways to bypass preventative measures, which makes 

2FA more important,” he said. 

The other key is employee education. TaylorWorks is working to increase awareness 

among its client companies and taking the time to educate them on how to plan 

for and avoid cyber attacks.They offer ID Agent phishing training and partner with 

cyber insurance providers to help clients understand the very real threat that 

ransomware poses to their businesses. 

For Taylor, it ultimately comes down to having the ability to back up his clients’ data 

quickly with a reliable BCDR solution. Pairing Datto SIRIS with client education, 

TaylorWorks is well poised to defend its clients from the risks of ransomware.

To learn more about how Datto Continuity can help you protect client’s data, 

schedule a demo.
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