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The Ransomware Problem 
Small to enterprise sized businesses face an enormous computer security challenge. They have 
hundreds -- or thousands -- of accounts to manage. In most cases, not every account holder will 
have the training or knowledge to take the proper measures to keep the organization’s data secure.

With multiple accounts, there’s a pretty good chance that someone will encounter malware. It 
just takes an accidental click or two to download and install.

Ransomware encrypts your files then demands payment. The ransom notification promises that if 
you pay, you’ll receive an unlock code to decrypt your files. Of course, you have to pay in a hard-to-
trace cryptocurrency. If you don’t pay, some variants delete your files -- a few at first, then more 
over time. Don’t think a reboot will help: that just spurs the software to delete your data.

And even if you pay, you might not get your data back. You have absolutely no reason to trust 
the thieves behind the ransomware. Once they have your money, why would they bother to give 
you an unlock code that works? And why would you expect ransomware distributors to create 
bug-free code? There’s a decent chance they’re effective criminals, but lousy coders.

Cloud apps and storage, such as G Suite and Google Drive, offer some protection from 
ransomware. New files you create online will be safe. But just using G Suite doesn’t mean you 
can’t be affected by ransomware. If you sync files to your system and your system encrypts 
those files, the Google Drive sync client will dutifully sync those ransomware-encrypted files 
back to the cloud.

The following sections cover steps you can take to protect your data. As a user, your device 
and your behavior can help protect you from ransomware. And as a G Suite administrator, you 
can choose system settings that will help protect user data -- or, at the very least, isolate the 
impact of ransomware within your organization. Ultimately, the only real protection is to make 
sure your data is backed up and easy to restore.

!



3   | backupify.com

As Google evolves Chrome OS to 

allow people to install and run 

Android apps, the potential for 

security problems increases.

HOW EVERY GOOGLE USER CAN GUARD AGAINST RANSOMWARE

Choose a device less likely to get ransomware 

Datto’s Global Ransomware Report found that 100% of IT service providers have seen 

a Windows system infected with ransomware. Ransomware attacks targeting Macs 

were less frequent, but since the report new strains of ransomware like KeRanger 

and Patcher have surfaced that strictly target MacOS systems. 

So the device you use may help protect you from ransomware. For example, compare 

a Chromebook, Android or iOS device to a traditional Windows or Mac laptop. 

The conventional criticism of a Chromebook -- that you can’t install apps -- also 

protects you from ransomware: you can’t install it. Chrome OS doesn’t support 

executable files that you find on Windows or MacOS systems. If the only device you 

use is a Chromebook, you’re unlikely to see ransomware. Plus, you can back up your 

Chromebook to a flash drive to restore the system.

Note: As Google evolves Chrome OS to allow people to install and run Android apps, 

the potential for security problems increases. If you’re a G Suite administrator, you may 

want to choose the Android Apps that people may install, or disable the feature entirely. 

(Learn how to set device management policies for Android devices from Google.)

An app store offers protection that most laptops lack: a layer of review. A traditional 

operating system, like Windows or MacOS, allow you to install all sorts of applications. 

Modern mobile app stores -- like the Apple App Store and the Google Play Store -- look 

for harmful apps and will remove any malicious app discovered. So you’re less likely to 

see ransomware on an Android or iOS device than on a traditional laptop/desktop. 

However, if you choose to install apps from sources other than the Google Play Store, 

you lose the protections that the Play Store offers. So do yourself a favor and disable 
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With Google Drive Sync disabled, 

when ransomware strikes and 

encrypts local files, the changes 

won’t sync.

this option: On your Android device, go to Settings > Applications > and make sure 

that the option to install apps from “Unknown Sources” is not checked.

Share smartly

When you share from Google Drive, provide only as much access as necessary. (In security 

lingo: apply the principle of least privilege.) For example, don’t allow people to edit when 

they only need to comment. And don’t let people comment if they only need to view.  

Be cautious when you share a folder, especially if you use the Google Drive sync 

client. When you share a folder, your collaborators can add files. Those files could 

sync to their system. And if these files sync to their system, the files could be 

encrypted when their system is afflicted with ransomware.

As always… stay up to date, secure, and alert 

All of the standard “effective practices” apply to guard against ransomware. Keep 

your operating system, apps, and browser up-to-date. Don’t open attachments or 

follow links unless they’re clearly from a person you know in a communication you 

expect. When your browser warns you of a suspicious site, don’t continue. And don’t 

turn off any security setting in order to allow an app to install or run.

G SUITE ADMINISTRATOR SETTINGS

Think before you allow sync

If you use G Suite, an option to defend against ransomware is to prohibit access to 

the Google Drive sync client. To choose the most secure setting, go to: Admin console 

> Apps > G Suite > Drive and Docs > Data Access > select “Do not allow Google Drive 

for Mac/PC in your organization”. This prevents MacOS and Windows users from 

installing the sync client on a system.

Sign up for a Backupify demo today!

START DEMO
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While Google’s systems scan 

email to detect harmful files, 

they can’t detect all destructive 

payloads.

With Google Drive Sync disabled, when ransomware strikes and encrypts local files, 

the changes won’t sync. So locally encrypted files won’t also result in encrypted files 

on Google Drive files.

While turning off sync may solve the spread of ransomware between shared Google 

Drive files, there are consequences. Individual users who are attacked may be those 

users with a huge volume of files that are difficult to manually restore. Your team will 

also lose the collaboration benefits offered by G Suite, and likely see a downturn in 

productivity.

If you previously allowed the Google Drive sync client, but now won’t, let people know 

about the change. The lack of locally synced files will change workflows, especially 

for non-Google format files. People may spend more time downloading, editing, 

then re-uploading some files. For example, consider a PowerPoint file on Google 

Drive. With the Google Drive sync client installed, a user opens the Google Drive sync 

folder on their system, finds the file, opens it, make changes, then saves it again. The 

changed file syncs back to Google Drive. Without the sync client, the user will need 

to open a browser, go to Google Drive, find the file, then download the file to edit with 

PowerPoint, then upload it again when done. The workflow to edit G Suite files, such 

as Google Docs, Sheets, or Slides, won’t require these extra steps.

All cloud providers with local sync clients -- including Box, Dropbox, and Microsoft’s 

OneDrive-- face the same problem. An installed file sync app delivers a convenient 

service...for ransomware makers. The ransomware strikes your system, then the sync 

app conveys the corrupted files to the cloud.

!
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As a G Suite administrator, you can 

select which Marketplace apps 

people may install and use.

Block email attachments

Email attachments can also be a threat. While Google’s systems scan email to detect 

harmful files, they can’t detect all destructive payloads. For example, Gmail can’t detect 

a ransomware program tucked inside an encrypted and compressed attachment.

For the greatest security, you could ban all incoming email attachments. To do this, 

you set up a rule that strips out all attachments from incoming email messages. The 

email message gets delivered, but attachments don’t. (To do this, login to the G Suite 

Admin console > Apps > G Suite Apps > Gmail > Advanced settings > Default routing 

> Add setting. From there, you can configure new routing that removes attachments 

from messages.)

If you do block attachments, remind people how to share from Google Drive. 

Remember, the goal isn’t to annoy people -- and, trust us, if you block attachments, 

you will annoy some people! -- it is to prevent problems. So make sure people know 

how to collaborate with a shared file, spreadsheet, or presentation, none of which 

requires sending an attachment. 

Think before you allow apps

As a G Suite administrator, you can select which Marketplace apps people may 

install and use. You may, however, want to block access to what Google refers to as 

“less secure apps”. 

These are older apps that lack support for modern security standards. For example, some 

older mail clients on iOS and Windows phone. (To prevent these less secure connections, 

login to your G Suite admin console at https://admin.google.com, go to Security, then 

Less-Secure apps, then choose “Disable access to less secure apps for all users”.)

https://www.backupify.com/
https://admin.google.com
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In G Suite, organizational units 

allow an administrator to define 

different settings for groups of 

users.

Protect access to storage 

As an administrator, you can also block access to Google Drive data with two more 

settings: the Google Drive SDK and Add-ons. (See the settings in your Admin console 

> Apps > G Suite > Drive and Docs > Data Access.) When unchecked, the Drive SDK 

setting prevents third-party apps from accessing Google Drive data. Similarly, when 

unchecked the Add-ons setting blocks access to third-party apps otherwise available 

from the Add-ons menu in a file.

Yet Add-ons and apps often extend Google Drive in useful ways. For example, Add-ons 

allow people to insert a chart, create an envelope, or add a signature in Docs.  

Third-party apps also often need access to store files on Google Drive.

Restrict these settings only after careful consideration and discussion with your 

users. The potential threat from this sort of access is significantly lower than some 

of the other risks discussed. Unless you experience an attack initiated from an Add-

on or third-party app writing directly to Drive, these settings should be very low on 

your list to disable.

Choose different defaults for different groups

You can apply different restrictions to different groups of people. For example, 

you might block user accounts from accessing Google Hangouts unless they’re in 

your sales department group. Or, you might consider a similar restriction on email 

attachments: blocked for support, allowed for marketing. Or for apps: a specific app 

blocked for middle-management, but allowed for the C-level. 

In G Suite, organizational units allow an administrator to define different settings for 

groups of users. Every person’s account belongs to just one organizational unit at a 

time. And, when configured, a setting applies to every member within that unit.

Sign up for the Backupify Blog today!

SIGN UP NOW
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If you use Google Takeout to 

export and save your files, you 

may be able to recover your 

unencrypted files.

You can group your accounts in a variety of ways that work for your business 

environment. For example, you might group users by department, with an 

organizational unit for each level of management. Or set up an organizational unit for 

each remote office. You can choose.

RECOVERY

Revert Files

If Google Docs, Sheets, or Slides are encrypted, you may be able to manually recover 

the file. Login to Google Drive from a separate, secure system -- not the ransomware-

afflicted one! -- and open an affected Doc, for example, in Chrome. Go to File > 

See revision history. Look through the versions until you discover one before the 

encryption occurred. Select it, then choose “Restore this version”. It’s important 

to note that depending on the strain of ransomware, prior versions may either be 

unavailable or corrupt as well.

To recover other files, such as Word, Excel, or PowerPoint files, go to Google Drive in 

your browser, select a file, choose More actions (the icon with the vertical dots), then 

“Manage versions”. Choose an earlier version of the file. 

Repeat the above process for all of your files on Google Drive. This process could take 

hours, days, weeks, or months.

Recover with Google Takeout files 

If you use Google Takeout to export and save your files, you may be able to recover 

your unencrypted files. After the ransomware is removed, delete the encrypted files, 

then re-upload the file you saved with Google Takeout. 

https://www.backupify.com/
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The Takeout process converts your files into different formats. When you export 

native Google Docs, Sheets, or Slides with Takeout, Google saves them as Word, Excel 

or PowerPoint. Or in similar OpenDocument formats. Then, if you choose, you can 

convert them back to native Google formats when you upload. Either way, your file 

ownership, sharing settings, and revision history will all be gone. And your files will 

have changed formats-- twice. 

Worse, Google Takeout is a manual process. If your administrator allows Takeout at 

all (some don’t), you would have to export your files and save them somewhere offline 

before you get ransomware. If Takeout isn’t run before the attack, then the Google 

Takeout run afterward will also be corrupt.

In addition to being a manual process, Google Takeout also has to be tackled on a 

user by user basis. So, if an organization has 500 users, and ransomware has spread 

across their files, the admin would have to run 500 Google Takeouts to retrieve the 

local copy. This creates a mass of local zip files, and finding the local copy would 

be like finding a needle in a haystack. Depending on the number of users, and sheer 

volume of data per user, time spent restoring and searching for the local copy can 

take hours, days, or weeks.

Admin recovery? Google Vault?

Neither of these will help. 

A G Suite Administrator can restore files and email deleted in the past 25 days. But 

Ransomware encrypts your files first, and often deletes them later. Restoring an 

encrypted file still leaves your data unusable.

And Google Vault won’t help either. It’s a legal discovery tool, not a backup of all of 

your organization’s files. An Administrator can search your encrypted files with Vault, 

but that won’t restore your data.

In addition to being a manual 

process, Google Takeout also 

has to be tackled on a user by 

user basis.
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Fast restore with Backupify for G Suite  

The only effective way to recover from ransomware is to restore your operating 

system, apps, and data to the way they were before the infection. 

If you have Backupify for G Suite, you’re covered. Backupify lets you restore your 

cloud data to G Suite (or Office 365 or Salesforce, too). When you restore data to 

Google Drive, everything returns. Shared files return to their original share settings. 

Every file’s revision history remains. Backupify recovers all your files and folders to 

their original state.

Backupify saves and secures your data. The system backs up your data automatically 

three times a day, and it encrypts your data to protect it. The systems have passed 

SOC 2 Type II audits, and include several audit logs, internal controls, and monitoring 

to ensure your data is always available.

For a deeper dive into protecting G Suite business data with Backupify, request a free 

trial today. 

Sign up for a FREE trial for Backupify

START FREE TRIAL NOW

The only effective way to recover 

from ransomware is to restore 

your operating system, apps, and 

data to the way they were before 

the infection. 
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