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Datto and Autotask

Merger FAQs for
Datto Partners
Open communication with our partners has always been part of our
defining values. We are working hard to share as much information as
possible about coming together with Autotask as one company. Here are
a few quick points we’d like to share with partners.

WHO IS ON THE EXECUTIVE TEAM?
• Austin McChord, Chief Executive Officer
• Tim Weller, Chief Operating Officer & Chief Financial Officer
• Robert Gibbons, Chief Technology Officer
• Adam Stewart, SVP of Autotask Engineering
• Pat Burns, VP of Autotask Product Management
• Michael Fass, General Counsel & Chief People Officer
• Emily Glass, Customer Experience Officer
WHY ARE DATTO AND AUTOTASK MERGING?
This merger provides the industry with the only complete, global IT business management and business continuity managed services platform. It
enables MSPs and IT Service Providers globally to offer superior solutions
to their clients, including PSA, RMM, FSS, networking, business continuity, and backup and disaster recovery from one company. The combined
organization has approximately 1,400 employees with offices in more than
20 countries. We have nearly 13,000 customers that service more than
500,000 SMBs in 125 countries worldwide.

HOW WILL THIS MERGER AFFECT PARTNERS?
We remain committed to an open platform and ecosystem, and believe
you should be able to choose the platforms that are best suited for your
business. We feel the powerful combination of Datto’s industry-leading
business continuity solutions and Autotask’s Unified PSA-RMM will deliver unprecedented innovation and unmatched levels of value and service
to our partners worldwide. However, you should be able to select what is
best for your business, and we remain committed to open integrations
across management platforms and managed service solutions.
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WHAT THIS WILL MEAN FOR PARTNERS THAT HAVE BOTH TECHNOLOGIES IMPLEMENTED
ALREADY AND HOW WILL THEY BENEFIT FROM THE MERGER?

Autotask Products

One of the first items on our combined product roadmap is a closer
integration between the Autotask PSA/RMM products and the Datto BDR
and Networking products, but product integration is just one benefit. As a
combined Datto and Autotask MSP, you’ll benefit from our amazing tech
support service across all product lines, a single MSP-focused vendor
relationship, and more.

Autotask empowers IT service providers
and MSPs to maximize efficiency. Autotask
provides tools to manage business better,
to have more information, better visibility
into profitability, and a better understanding of the resources in their organization.
Autotask products include:

WILL PARTNERS NEED TO WORRY ABOUT FORMING NEW RELATIONSHIPS WITH PEOPLE THEY
WORK WITH ON A DAILY BASIS?
We are well aware of the importance of the 1:1 relationships with our
MSPs. We will make every effort to ensure that existing relationships
within both companies remain intact.

WHERE SHOULD PARTNERS GO FOR SUPPORT?
There are no changes to support at this time. Datto and Autotask support
channels remain open and staffed to handle customer issues. Processes are already in place to direct customers to the appropriate resources
should a shared customer need support. If needed, Autotask customers
should be directed to autotask.com/support or call (518)-720-3500
ext. 2. Datto customers should be directed to support@datto.com or
call (877)-455-6015.
Partners can stay up-to-date with the latest information and updates
about the Datto and Autotask merger at datto.com for real-time updates
about the progress and the benefits for you and your business.

Autotask Professional Services Automation
(PSA): This helps service providers manage the multiple facets of their business,
including: 		
• Customer Relationship Management
• Project Management
• Service Desk
• Billing & Time Management
• Reporting & Analytics
Autotask Endpoint Management: This is a
remote monitoring & management (RMM)
tool that helps providers automate and
deliver service to their clients. Endpoint
Management achieves this through the
ability to remotely audit, monitor, manage, support, and report on everything in
an IT environment.
Autotask Workplace: Workplace is a
secure File Sync and Share solution
purpose-built for businesses. Users can
access their files from Windows, Mac,
iOS, and Android devices. Permissions,
reports, and remote-wipe keep critical
business documents safe, and the Hybrid
server/cloud sync provides complete
version control.
Autotask Endpoint Backup: Endpoint
Backup provides fully unified file
backup with unlimited storage. Users
can easily manage every file and device,
control storage allotments, and know
their data is compliant and protected
with rotating keys.
Autotask’s product strategy goes beyond
basic integration, providing a singular
platform to streamline deployment,
billing, and service delivery with all of
their products.
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Datto and Autotask
Around the World
With the recent merger, our global footprint has increased, and we are closer to our partners’ locales than
ever. Our combined business provides the only complete business and technology software suite for the
world’s most successful technology providers. Learn more about our combined company below.
Boston, MA

Datto office

Monroe, CT

Autotask office

Norwalk, CT

New York, NY

Europe

East Greenbush, NY
Rochester, NY
Toronto, ON

Copenhagen, DK

Chicago, IL

Manchester, UK
Portland, OR
Los Angeles, CA

Amersham, UK

Dallas, TX

San Jose, CA

Amsterdam, NE

North
America

APAC
Beijing, China

Reading, UK
London, UK

Frankfurt, Germany

WORLDWIDE:

1,400 employees
13,000 customers
500,000 SMBs
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Munich, Germany

Singapore

Sydney, Australia
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DattoCon London

Success Story

Datto Product
Updates

Avoiding Downtime
in the Canadian Arctic
by Christopher Brunau, Business Writer

DattoCon London was a success, with 500 IT service providers in
attendance. There were some exciting product announcements, the
biggest of which was the introduction of Datto Networking to the
European market.
NETWORKING:
Designed for MSPs, Datto Networking includes powerful WiFi access
points, PoE switches and a robust network security appliance with
fully integrated unlimited 4G LTE failover—all cloud managed via
Datto’s Partner Portal. Datto Networking offers remote management,
consolidated and synchronized billing, and 24x7x365 Direct to Tech
customer support. The product line addresses the common challenges
MSPs face when delivering networking as a managed service. enhanced
search functionality and multi-admin support.

Datto SAAS PROTECTION
Datto SaaS Protection for Office 365 2.0 is now available to partners
globally. This includes Exchange Online, OneDrive and SharePoint
capabilities. All SaaS Protection 2.0 products provide automated 3x daily
backups, point in time restore, enhanced search functionality and multiadmin support.

PARTNER PORTAL
Datto’s integration with ConnectWise Manage has been completely rebuilt
using ConnectWise’s REST API for faster load times, more reliable alerting,
and a redesigned UI. Reporting for networking devices is now available and
integration of Datto Networking products with ConnectWise Automate is
currently in beta. In addition, partners can now take advantage of clientmanaged options for networking through the Partner Portal.

CONTINUITY
First, Hyper-V support was added for both backup and restore on SIRIS
and ALTO. In addition, Screenshot Verification is now supported for
Hyper-V, and VHDX has been added as a full system export option. Remote
Web 2.0 allows MSPs to connect to deployed devices faster with fewer
configuration challenges. Fast Failback reduces downtime during failback
scenarios to a single reboot. Finally, Agent Rename allows self-service
access for IP and Hostname updates to reduce the need for support calls.
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“ DATTO HAS BEEN MUCH
MORE USER FRIENDLY THAN
OTHER SOLUTIONS IN THE
PAST. WE CAN CONFIDENTLY
DEPLOY AND MANAGE THE
APPLIANCE KNOWING THAT
IF WE RUN INTO ANY ISSUES,
DATTO CAN HELP US 24/7”
Paul Brunet Owner at GWNTC

Protecting your clients’ data can
be a challenging task with threats
like ransomware, hardware issues,
user errors, and more. Add subzero
temperatures and unforgiving weather
to the mix, and you’re taking the threat
to a whole new level.
This is the harsh reality for Great
White North Technology Consulting
Inc., a managed service provider (MSP)
located in Timmins, Ontario.
According to Paul Brunet, one of the
owners at GWNTC, they have recently
expanded to support clients in the
Nunavut territory which is located in
the Canadian Arctic. The elements in
this region are very treacherous with
frigid temperatures, blizzards, and
poor Internet connectivity, amongst
other challenges.
GWNTC has had success in this
region because they understand the
specific challenges their customers
are facing. “Thanks to Datto, we
have a solution that is robust in this
environment which requires minimal
on-site visits. We can set it and forget
it without having to constantly babysit
the appliance,” he said.
One of their customers is a shipping
management company in Rankin Inlet
that manages cargo shipments for
nearby airline companies. Their backup
requirements include protecting
enterprise resource planning (ERP)

systems and day-to-day data for
shipments. Before the client was
using Datto, they were relying on an
older version of Veeam, which was
only backed up once a day. With Datto,
they are now backing up hourly.
“The clients in this region are very
remote. It can take us a full day
of travel to get there, which isn’t
feasible in a recovery scenario. From a
distance, Datto’s Instant Virtualization
technology allows us to virtualize
a restore locally on the appliance
without requiring any travel costs and
additional downtime,” said Brunet.		
With the Datto solution, GWNTC and
Brunet can rest easier knowing their
clients are prepared no matter what
hits them. “We get alerts if there are
any issues with the device or if the
backups fail. We don’t have to spend
time manually checking the backups
over slow Internet connections, as
we get notified automatically when
issues arise.”
These clients are exposed to threats
unique to their harsh and frigid
environment. Extended power outages
caused by blizzards and high winds
are all too common. “With blizzards
lasting as long as seven days, it can be
disastrous if you aren’t prepared,” said
Brunet. “It’s important we prepare our
clients and ensure they can withstand
these threats,” Brunet added.

More from datto.com
Prosource Delivers Powerful Networking Solutions
with Open Mesh and Datto. Prosource partners with
both Datto and Open Mesh to deliver backup, disaster
recovery, and networking solutions. Learn more at
datto.com/prosource-mag
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IRS Issues W-2
Phishing Warning:
The IRS issued a warning
after a W-2 phishing
scam hit businesses,
school districts, and
nonproﬁts.

DHS Issues Cybersecurity Alert:
urity
The Department of Homeland Sec
ind a
issued an alert that all systems beh
(HTTPS)
Hypertext Transfer Protocol Secure
.
interception product could be at risk

JUN

es:
NotPetya Attack Hits Over 65 Countri
day,
one
in
es
NotPetya hit over 65 countri
and
victimizing the shipping giant, Maersk,
site
the radiation monitoring systems at the
of the Chernobyl disaster.

MAY

Ransomware Attacks Reported
Across the Globe:
WannaCry ransomware infected
businesses in over 150 countries,
including one of Spain’s largest
telecom providers.

ware:
iPhone Users Hit with Fake Ransom
up
pop
a
d
Some iPhone users receive
sites or
accusing them of viewing illicit web
a was
illegally downloading music. No dat
anded a
encrypted, but the “scareware” dem
ransom of over $100.

APR
08 MANAGED SERVICE PROVIDER

County Refuses to
Ransom after Attack:
Mecklenburg County, North
Carolina refused to give into
hackers after a ransomware
attack. Hackers locked their
ﬁles and demanded $24,000
after an employee opened a
phishing email attachment.
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Phishing Scam Infects Gmail Users:
Victims received a fake Gmail
message that contained a
malicious link prompting
them to provide their
Google credentials.

FEB

DEC

JUL

Equifax Data Breach
Affects 143 Million People:
The breach affected millions of
Americans and exposed Social
Security numbers, addresses,
and driver's license numbers.

NOV
Netﬂix Scam Hits Millions of Users:
s
Nearly 110 million Netﬂix subscriber
m.
sca
il
were targeted in a phishing ema
Victims received a fake email asking
them to update the billing information
.
on their accounts to avoid suspension

AUG

Cyber Training Mandatory
for Illinois Workers:
tory for
Cybersecurity training is now manda
marked the
all state employees in Illinois. This
.
15th state to require such training

Phishing Scam Costs
Canadian University Millions:
MacEwan University fell victim to
lion
ransomware and paid nearly $10 mil
t
tha
after opening a phishing email
dors.
mimicked one of the school’s ven

Over 1,000 NFL Players
Exposed in Leak:
1,200 NFL players fell victim to an
aggressive data breach that
included player addresses, phone
numbers, and email addresses.

OCT

SEP
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LENDING
A HAND DURING HURRICANE
SEASON
Protecting our partners and
their data isn’t a spectator
sport. Sometimes, it involves
joining them on the front
lines and doing whatever
it takes to help them and
their customers. This year’s
hurricane season was a case
in point for the Datto Disaster
Response Team (DRT).

By: Matt Richards, CMO, Datto Inc.
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H

urricane Harvey made landfall
and dropped devastating
volumes of rain on a small
area. Lives and property were lost,
and water was everywhere. We sent
the Datto Disaster Response Team
in to do everything in our power to
assist affected partners.
Two days before landfall, I met
with various team members,
including Datto VP of Product
Management, Ian McChord, to
discuss ways Datto could help, and
the Datto Disaster Response Team
(DRT) was formed. It’s mission?
Three fold. First, to be onsite in
the area to respond to partners in
distress. Second, they would reach
out to partners in the area and offer
assistance. Finally, they were to
assist storm shelters as they could.
We formed the DRT Committee,
consisting of Matt Massuch,
Director of Tech Support, and Zac
Shannon, Director of Hardware &
Logistics, and I.
Massuch brought the idea to
Datto Tech Support staff in search
of volunteers. “It took about five
minutes to put together. On Friday
morning, I walked into the office
and asked, ‘who wants to drive
down to Texas today?’ I immediately
got a response from our senior
technicians,” said Massuch.
As the four volunteers prepared
for the 36-hour drive from
Connecticut to Texas, they realized
it would be helpful to have
uninterrupted Internet access
throughout the journey. So, they
took a few minutes to hook up a
Datto Networking Appliance (DNA)
in the van. This gave them Internet
access via the device’s integrated
4G LTE failover capability and
allowed us to track their progress in
real time.
GCS Technologies Inc., an Austinbased Datto partner, graciously
provided space for the DRT to
handle any partner calls or support
tickets, replace damaged devices,
and ensure partners have WiFi
access. On Wednesday evening, the
team moved closer to the Houston
area to Innovative Communication
Systems, another Datto Partner.
ICS not only provided space for the
team, they also offered internal
tech support staff to assist the DRT.
“These partners went above and
beyond to contribute and ensure

we had everything we needed.
They were incredible,” said DRT
member Justin Hunter.
The team delivered various DNA,
SIRIS, and ALTO continuity devices
to affected partners and storm
shelters, free of charge. The DRT
also set up five DNAs at NRG
Stadium in Houston where over
2,000 residents were sheltered.
During the storm, Datto resolved
65 support tickets directly related
to Harvey. One of my more favorite
stories involved the DRT helping a
partner move servers and install
a DNA to get the customer to the
second floor when the first floor
flooded. You can’t do something like
that on the phone.
Unfortunately, as we soon found
out, Harvey was just the beginning.
2 weeks later, Hurricane Irma was
on it’s way to Florida. We quickly
fielded a second DRT team and
located them in Central Florida
just after Irma passed through.
Before the storm even arrived,
Tech Support was already seeing a
massive uptick in support requests
as partners prepared. Once the
team set up shop in Florida, they
were able to deploy over 50 DNAs
for partners that required Internet
connectivity and hardware backups.
They even assisted with SIRIS
and ALTO device deployments for
affected customers.
According to Justin Hunter, who
was part of both the Harvey and
Irma response teams, “the DRT was
an awesome experience. It felt good
to help our partners and assist the
victims in the hurricane shelters,”
he said.
Throughout Irma, Datto Tech
Support handled 176 tickets related
to the storm, virtualized dozens of
clients, prioritized RoundTrips and
backups, and anything else our
partners needed.
Through partner feedback we are
continuing to improve our DRT to
assist partners and those affected
during natural disasters. According
to Massuch, the future teams will
consist of both employees who
have participated in previous groups
as well as new members who will
be trained beforehand.
To contact the Datto DRT directly
during a disaster, call (310)-956-1200
or email drt@dattto.com to make
device and support requests.

Protecting our partners and their data isn’t a
spectator sport. Sometimes, it involves joining them
on the front lines and doing whatever it takes to
help them and their customers. This year’s hurricane
season was a case in point for the Datto Disaster
Response Team (DRT).

Harvey
Hurricane Harvey was the costliest
tropical cyclone on record, inflicting
nearly $200 billion (2017 USD) in damage,
primarily from widespread flooding in
the Houston metropolitan area.
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Norwalk

MILES DRIVEN

1,799
MILES DRIVEN

1,185

Austin
Houston
Tampa

Miami

Evacuation zone
Disaster Recovery Team route

Irma
Hurricane Irma was an extremely powerful
and catastrophic storm, with the strongest
sustained winds in the Atlantic since 2005.
Hundreds of thousands of Floridians were
evacuated, making it the largest evacuation
in the state’s history.
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Last year, we announced the industry’s first ransomware detection solution. Datto’s
Ransomware Protection and Recovery Solution (RPRS) is designed to detect ransomware
so you can roll systems back to a point in time before systems were infected—minimizing
downtime following an attack. The solution is designed to detect known ransomware
characteristics like randomized data or unusual changes to files.

F

or example, it’s highly unlikely that a user or
application would rapidly and simultaneously:
perform an in-place file content overwrite with
random data, overwrite the content of ONLY the file
types commonly targeted by ransomware, exclude file
types commonly ignored by ransomware, and preserve
all the original file modified timestamps even though
the file contents were overwritten.
In any of those circumstances, RPRS triggers an
alert. Some alerts may be false positives because a
program is updating files in an uncharacteristic or
unexpected way.
Here are a few steps to verify whether ransomware
is present:
		1. Run Backup Insights to look for missing files
or files with unusual extensions.
2. Boot the device or access it remotely. Infected
machines typically open a window demanding
ransom payment.
3. If there is no ransom demand, check the My
Documents folder. Look for missing files or files
with unusual extensions. Pay particular attention
to .doc, .docx, .jpg, .xlsx, and .pptx file types.
4. Ransomware can spread to the cloud via file
sync and share applications. Log into the web
interface of the file sync and share solution,
and look for missing files or files with
 unusual extensions.
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If ransomware is present, identify the last clean
recovery point before the ransomware infection to
restore. The type of restore will depend on whether the
virus has infected data, the OS, or both. If a data volume
is infected, users can perform a File Restore (a restore
of infected files). If the OS is infected, you will need to
perform a Bare Metal Restore (the process of restoring
data, applications, and an operating system to a completely unconfigured server).
Ransomware has become a major threat to businesses today, and the cyber extortionists behind these
attacks operate with increasing sophistication. In many
cases, these attacks are conducted by large criminal
organizations using wide-reaching botnets. SMBs can
be particularly vulnerable to attacks and are more
likely to pay ransom to get their data back than large
businesses.
As a managed service provider, you are uniquely
equipped to protect your customers against downtime
associated with ransomware attacks.
First, be certain that your customers’ antivirus and
other software is patched and up-to-date. Next, IT security education is critical. Finally, make sure end users
understand how to identify phishing emails and malicious websites. These measures alone go a long way
to avert ransomware attacks. However, if they fail, a
backup solution designed to recover operations rapidly
is your last line of defense.

BE ALERT! THE RANSOMWARE
EPIDEMIC BY THE NUMBERS
of MSPs believe the frequency of SMB targeted ATTACKS

WILL CONTINUE TO INCREASE over the next two years

57%

REPORT
DATA/DEVICE LOSS

75%

REPORT
BUSINESS-THREATENING
DOWNTIME

100% of MSPs report Windows
ransomware infections

Fewer than 1 in 3 attacks are
reported to the authorities

To ﬁnd out about ransomware in 2017
and what MSPs can do to ﬁght back

MSPs blame the lack of
cybersecurity training as the leading
cause of ransomware infections

Report SMBs FULLY RECOVERED
from ransomware with BDR in place

Check out datto’s State of the Channel
report at datto.com/report-mag

CYBER
EXTORTION
The New Threat to SMBs
By Rob Rae, VP Business Development, Datto Inc.

T

here’s no doubt that ransomware is a worldwide
epidemic, as we found in our State of the Channel
Ransomware Report. My discussions with MSPs
and end users indicate that the threat of ransomware
is stronger than ever, and the stakes have never been
higher.
Recently, an MSP at a roadshow in Cincinnati told me
about one of his clients, a family-owned flower shop
that suffered a $3,000 ransomware
attack. They didn’t have the proper
BDR technology in place or the ability
to pay the ransom demand. With
limited cash flow, this was the straw
that broke the camel’s back, and they
were forced to close their doors and
walk away after 15 years.
This incident stuck with me and got me thinking
about how we all got into this situation. What was
the trigger that has allowed these thieves to start
doing this? It comes down to cryptocurrencies like
bitcoin. I’ve spent more time becoming familiar with
cryptocurrencies recently and how they facilitate
extortion.
For the channel and end users, I’ve started drawing
the correlation to old Hollywood gangster movies.
We’ve all seen them; gangsters extort money from
a small business owner using an implied threat of
violence. “You wouldn’t want your store to burn down,
would you?” Of course, the small business owner has
no choice but to pay up. What we’re dealing with today

is no different. Hackers are extorting money from
small businesses.
This is cyber extortion. Thieves pick on SMBs
because they often do not have the means to defend
themselves. The SMB owner can’t possibly stay on
top of all the things they can leverage to protect their
IT infrastructure, and cryptocurrencies are making it
difficult to track and slow these criminals down.
Here’s a bit of advice. Never, and I mean
NEVER pay the ransom. First, when you
pay the ransom, you are letting the thieves
know that they have a fish on the line. You
have money, and you value your data. They’ll
come back again and again. Even if you pay
the ransom, there is a significant chance
you won’t get your data back anyway.
Add into all this that the amount of ransom is
insignificant compared to the downtime you suffer as
a result. The time, energy, and impact on your business
from a customer perspective is 2,600 times more than
the ransomware cost.
Luckily, there are affordable plans and technologies
in place that can help businesses prevent and recover
from attacks. The first step is to get serious about your
technology. It’s not going away. Along with the good
things technology does to enable businesses, it also
comes with the bad. A properly managed BDR solution
by a local expert that can stay on top of the evolving
threats is critical to ensuring success, keeping your
doors open, and keeping YOUR money in YOUR pocket.

YES, I SAID
EXTORTION!
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THE WEB’S MOST VOLATILE STRAINS OF

RANSOMWARE
With the recent inﬂux of ransomware stories, it's hard to keep track of the
different strains. While all variants are unique, they generally rely on
similar tactics to take advantage of users and hold data hostage. Here’s
a look at some of the most common ransomware variants.

CERBER:
Cerber targets Ofﬁce 365 users
and has infected millions of
victims using an elaborate phishing
campaign. This type of malware
emphasizes the growing need for
SaaS backup in addition to
on-premises.

CRYPTOLOCKER:
Ransomware came to prominence in
2013 with CryptoLocker. The original
CryptoLocker botnet was shut down in May
2014, but not before the hackers behind it
extorted nearly $3 million from victims. Since
then, hackers have widely copied the CryptoLocker approach, although the variants in
operation today are not directly linked
to the original.

CRYPTOWALL:
CryptoWall gained notoriety
after the downfall of the original
CryptoLocker. It ﬁrst appeared in early 2014,
and variants have appeared with different
names including CryptoBit, CryptoDefense,
CryptoWall 2.0, and CryptoWall 3.0. Like
CryptoLocker, CryptoWall is distributed
via spam or exploit kits.
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ZCRYPTOR:
CRYSIS:

ZCryptor is a self-propagating
strain that exhibits worm-like
behavior, encrypting ﬁles and also
infecting external drives and
ﬂash drives so it can be
distributed to other
computers.

Crysis ransomware encrypts ﬁles on
ﬁxed, removable, and network drives with a
strong encryption algorithm making it difﬁcult
to crack in a reasonable amount of time. It is
typically spread via emails containing attachments with a double-ﬁle extension, which make
the ﬁle appear as a non-executable ﬁle. In
addition to emails, it can also be disguised as
a legitimate installer for applications,
spam, or exploit kits.

NOTPETYA:
Initial reports categorized
NotPetya as a variant of Petya,
a strain of ransomware ﬁrst seen
in 2016. However, NotPetya is
instead a wiper malware
with a sole purpose of
destroying data.

LOCKY:
Locky is spread in an email
disguised as a billing invoice. When
opened, the invoice is scrambled and
the victim is instructed to enable
macros to read the document. When
macros are enabled, Locky encrypts
a large array of ﬁles using AES
encryption.

PETYA:

TORRENTLOCKER:

WANNACRY:
WannaCry was a widespread
ransomware campaign that affected
organizations across the globe. It hit
over 125,000 organizations in over 150
countries targeting Windows machines
through a Microsoft exploit.

TorrentLocker is distributed through
geographically targeted spam emails. In
addition to encrypting ﬁles, it collects
email addresses from the victim’s address
book to spread malware beyond the
initially infected computer.

Unlike some other types of
ransomware, Petya encrypts
entire computer systems. It
overwrites the master boot
record, rendering the operating
system unbootable.

While you don't exactly want to scare users when it
comes to ransomware, it's important to understand how
to protect from these attacks. To stay informed about
the top ransomware threats to businesses today and the
best cybersecurity practices, head to datto.com/blog to
subscribe to the Datto blog.
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Success Story

Keep on
Truckin’
By Andrew Burton, Technical Writer, Datto Inc.

“WE PARTNER WITH VENDORS
THAT ARE FOCUSED ON
UPTIME, BECAUSE THAT’S
THE CORE OF OUR BUSINESS.
WITH DATTO WE CAN GET
SUPPORT IN SECONDS.”
Kevin Damghani Co-Owner, IT Partners

22 MANAGED SERVICE PROVIDER

Internet access is critical for Grand
Rapids, MI-based Griffin Transportation
and its subsidiaries Accurate Truck
Service and River City Equipment
Sales. How critical? “We can lose as
much as $100,000 an hour if we don’t
have connectivity,” said founder and
president Craig Scholten. “It’s vital to
our businesses.”
Griffin is a full-service ground
transportation company that provides
dedicated truckload and logistics
services to customers with dry van
freight needs. It currently operates 75
tractors, 200 trailers, and partners with
additional carriers to deliver freight
nationwide.
The company relies on an Internetbased load matching system to pair
drivers with freight. For example,
if a driver is carrying freight from
Indianapolis to Chicago, Griffin’s
dispatchers work to ensure there is
another load waiting in Chicago when
they get there. If connectivity is lost,
Griffin’s dispatchers are unable to pick
jobs. “It can be a matter of seconds to
win or lose a job,” said Scholten. “When
that happens, a driver sits idle waiting.
That’s lost productivity for the driver
and our business.”
Additionally, their fleet is outfitted
with federally mandated electronic
logging devices (ELD), which use GPS
to monitor and record data about
trucks and drivers. According to
Scholten, in addition to being legally
required, ELD helps them deliver better
customer service. “If a customer calls
about a job, we can tell them exactly
where their freight is and when they
can expect it,” he said. Of course,

Internet connectivity is necessary to
access this information as well.
Recently, issues with Griffin’s
outdated phone, network, and Internet
came to a head, and Scholten began
the search for an IT provider to update
their infrastructure. “There were two
factors that helped us win Griffin’s
business,” said Kevin Damghani, coowner of IT Partners, a Grand Rapids
based Datto Partner. “First, they
were looking for a single managed
service provider to handle all of their
technology needs—that’s us. Second,
they wanted to be certain that they’d
have top-notch technical support. We
partner with vendors that are focused
on uptime, because that’s the core of
our business. With Datto we can get
support in seconds.”
Datto’s Direct to Tech™ support
commitment means no phone
menus, IVR systems, or outsourced
call centers. Datto Partners get direct
access to support staff 24/7/365.
Having been a partner for a number
of years, Damghani knew the drill. So,
he asked Scholten to call Datto’s tech
support line and see how long it took to
get an actual support technician on the
phone. “It rang twice and a Datto tech
picked up the phone. That sealed the
deal,” said Damghani.
Once onboard, IT Partners
conducted an assessment of Griffin’s
network, which revealed a number
of vulnerabilities and opportunities
to increase productivity. “They had
a variety of IT pain points,” said
Damghani. “But, having highly
available network and Internet
was the primary focus.”

IT Partners updated Griffin’s
LAN with Datto Switches. For WiFi,
they installed Datto Access Points
throughout the campus, including
outdoors, so drivers can access the
Internet from Griffin’s lot while waiting
for freight overnight (Griffin uses the
Datto AP’s native voucher capabilities
to grant drivers WiFi access). Since
Internet uptime is so critical for
Griffin’s business, Damghani installed
redundant Internet connections from
Fiber then to Comcast, as well as two
Datto Networking Appliances for 4G
LTE failover in the event that both ISPs
go down.
Additionally, IT Partners upgraded
the company’s 14-year-old phone
system to a current VoIP system. “I
wish we updated the phones years
ago. The new system is user-friendly
and there are no hiccups,” said Jeri
Smith, Administrative Assistant,
Griffin Transportation. “If the phones
go down, everything comes unglued.
When you look at the cost vs benefit
-- it’s so much better.” Obviously, VoIP
also requires Internet access. “With
VoIP, Internet continuity becomes

even more important, said Damghani.
“Griffin can be confident they always
have Internet and phone service with
Datto Networking.”
For Griffin, and many other
organizations, Internet downtime
isn’t just an inconvenience—it has
a direct and immediate impact on
revenue. “There’s a lot of competition,”
said Smith, “If the Internet or phones
go down, customers will just go
someplace else.” However, Scholten
said that it’s unlikely that many of
Griffin’s competitors have comparable
technology in place. “Uptime is a big
advantage for us,” he said. “If there’s
an outage, we can pick jobs while our
competitors are down.”
Many small to medium sized
businesses lack in-house IT acumen
and struggle with outdated or poorly
implemented technology. Depending
on the nature of the business, this
can have a major financial impact.
IT managed service providers can
recommend, implement, and maintain
technologies that ensure SMBs are
always up and running.

More from datto.com
How Datto Keeps Griffin Transportation on
the Road: Griffin Transportation relies on
connectivity and must avoid downtime at
all costs. Luckily, IT Partners and Datto are
able to keep their business running. Learn
more at datto.com/griffin-mag

How Datto Networking Delivers for IT
Partners: For IT Partners, delivering uptime
to their customers is the primary focus.
This often involves addressing the disjointedness that small and medium sized
businesses have in their IT environments.
Learn more at datto.com/itpartners-mag

REINVENTING
HOW MSPS DO
NETWORKING
Complete product line of
Switches, APs, and Routers

Managed in the cloud
without local controllers

Always-on Internet with
fully integrated LTE failover

Single management portal for
all Datto products
and services
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datto.com/networking-mag

Success Story

Protecting
SaaS Data

Join Datto to network with peers, and hear all about the solutions and resources you should
be leveraging to make 2018 your best year yet. Here’s what you can look forward to:

By Joe Ochs, Lead Enterprise Sales Engineer, Datto Inc.

THERE’S A COMMON
MISCONCEPTION THAT
SAAS APPS ARE IMMUNE TO
RANSOMWARE. HOWEVER,
THAT COULDN’T BE FARTHER
FROM THE TRUTH. AS WE
FOUND IN DATTO’S STATE OF
THE CHANNEL RANSOMWARE
REPORT, OFFICE 365 AND
G SUITE ARE NOT STRANGERS
TO THE THREAT.

We surveyed nearly 2,000 MSPs,
and 26 percent of respondents have
witnessed ransomware infections in
cloud-based applications, most commonly in Dropbox, Office 365
and G Suite.
In fact, many strains of ransomware
target Microsoft productivity applications, such as Word and Excel, whether
they live on premises or in the cloud.
Ransomware can easily spread to Office 365 via ActiveSync and OneDrive
Sync or to G Suite via the Google Drive
sync capability. So, creating an independent backup with a SaaS backup
ensures you will be able to recover
data following a security breach.
GO OFFLINE When you discover
ransomware on a system, remove the
system from the network immediately.
Unplug any ethernet cables, and turn
off any WiFi connections on the device.
Isolate the system to prevent ransomware from infecting other networked
systems. Disable sync services to
prevent the system from syncing any
ransomware-encrypted files.
PROTECT YOURSELF WITH A SAAS
BACKUP SOLUTION The only way to
be certain you can recover following
a ransomware attack is to ensure
you have a backup. Choose a backup
solution that stores data independently from your SaaS provider, allows you
to restore to any point in time, and
does not charge additional fees for
storage, bandwidth, and restoration.
Test your backup and restore process

regularly—your backup is only as good
as its ability to restore. Don’t settle for
a solution that can’t perform a timely
restore or restore large data sets.
Test your backups and restores regularly across different data sets and
file sizes.
Ensure your backup vendor can
scale with your cloud adoption—it’s
easy to backup one user and 1GB of
data, but not all SaaS backup solutions
can efficiently and effectively protect
thousands of users and terabytes (or
even petabytes) of data. Make sure
that you do ample testing to ensure
that any backup solution you select
can scale with the full breadth of your
data sets.
Make sure your backup vendor
covers the services you rely on, so
you don’t need to manage different
solutions for each service you need
to protect. Look for a BDR vendor that
can cover all the services with a single
license. That way, if you are doing a
phased rollout, you don’t have to worry
about going back to the well to ensure
all your business-critical data is safe.
Datto SaaS Protection won’t let
your critical data slip through the
cracks. Engineered to be the leading,
one-stop-shop for SaaS application
backup, Datto SaaS Protection gives
you consistently reliable granular
backups, quick and easy restores and
exports, secured data for compliance,
and regulatory needs. All backed by
Datto’s world-class 24/7 support.

•Product Deep Dive - Get up-to-speed on the
newest releases and features

•Sales/Marketing Resources - Access impactful,
MSP-centric tools to drive (and close) more leads

•MSP to MSP - Hear from fellow Datto partners, share pain points, and return home
with field-tested tips for success

•The Ransomware Opportunity - Dive deep into the
growing epidemic and best practices for protecting
clients in 2018

DATE

LOCATION

DATE

LOCATION

January 11

Austin, TX

April 10

Denver, CO

January 16

Tampa, FL

April 10

Long Beach, CA

January 18

Fort Lauderdale, FL

April 12

Kansas City, MO

February 6

Orlando, FL

April 17

Atlanta, GA

February 8

Albuquerque, NM

April 19

Atlanta, GA

February 13

Houston, TX

May 1

Winnipeg, MB

February 15

Dallas, TX

May 2

Calgary, AB

March 6

San Francisco, CA

May 3

Vancouver, BC

March 6

Baltimore, MD

May 3

Greenville, SC

March 8

Sacramento, CA

May 8

New Jersey

March 13

Norwalk, CT

May 15

Louisville, KY

March 13

Phoenix, AZ

May 16

Cincinnati, OH

March 20

Columbus, OH

May 17

Indianapolis, IN

March 22

Detroit, MI

May 22

Portland, OR

March 27

Rochester, NY

May 22

Boston, MA

March 29

Toronto, ON

May 23

Boston, MA

VISIT DATTO.COM/RS-MAG TO REGISTER
*SUBJECT TO CHANGE
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3

STEPS

TO MITIGATE
RANSOMWARE
By: Henry Washburn, Technical Evangelist at Datto, inc.

E
Ransomware is a top of
mind security issue for
businesses today, but
in reality it’s an older
and more wide-ranging
issue than many small
to medium businesses
(SMBs) realize.

arly on, the Internet was considered a way to communicate and share
ideas, and well-intentioned people used it as such. However, it wasn’t
long before unethical people began exploiting how free and open the
Internet was, not to mention how trusting people can be.
Fast forward to today, and you hear about millions of credit card numbers
stolen from Fortune 500 businesses and mom and pop shops being held
ransom for their data.
However, there are tried-and-true methods to avoid downtime associated
with cyber attacks. We recommend a three-pronged approach comprising
training, security technologies, and data backup
CYBERSECURITY TRAINING
Most of the time the weakest link inside an organization are the employees themselves. The only real way to mitigate this problem is to educate
everyone in the company. Every person should be skeptical of unusual
emails or unfamiliar people looking to gain access to a building. There are
procedures in place for a reason. When the CFO asks for all the employee
W2s, open a new email directly to the CFO and ask if it was a legitimate
request. Don’t hold a door open for someone, have them go to the front
desk and sign in. In the case of ransomware payloads, take some time
reading the email to see if it seems suspicious, usually, there are some
tell-tale signs. Usually there are misspellings, emails are not signed off
properly with information about the sender, the terms used are different
than you would assume from the person writing the email, sometimes the
email just doesn’t feel right. If you aren’t sure, alert your internal IT team.
They can run checks on the validity of the email. It is better to be overly
cautious, and everyone at the organization needs to be vigilant.

PREVENT SECURITY VULNERABILITIES
Bad actors have exploited software and hardware
vulnerabilities for a very long time. The WannaCry epidemic brought to light a Windows vulnerability called
DOUBLEPULSAR, where a communication protocol
called SAMBA was open to the Internet in unpatched
Windows environments. Vulnerabilities like that are
not rare; there is a whole industry devoted to plugging
those holes with anti-virus software, inbound traffic
network requirements, and deep packet inspection,
etc. Be certain that you have the proper security tools
in place and keep them updated.
PROTECTION IN THE EVENT OF DATA LOSS
Even if you have taken the proper security measures, assume that hackers can get through it all and have a plan in
place for recovery. Each company should understand what
to do in case of a breach andr data loss/ransom. A business
continuity solution that can restore access to servers and
data with the least amount of recovery time objective (RTO)
is key. File restore is absolutely essential. Consider taking

2018 ASCII IT SMB Success Summits
Educati on | Networki ng | C ol l a borati on

VIP GUEST PASS
USE CODE: DATTO1 (VALUE $1,875)
ALL MEALS & WORKSHOPS INCLUDED AT NO COST
Orange County | Fort Lauderdale | Austin | Chicago |
Detroit | Charlotte | Toronto | Newark | Seattle
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it a step further and with a solution that can run operations
from a backup instance of a virtual server. These types of
products allow businesses to get back online quickly while
primary servers are restored. Companies that don’t have
a solution in place to get up and running quickly will lose
brand equity. Some may even go out of business. Don’t
allow your clients become a statistic and get a business
continuity solution on site ASAP.
It’s easy to get lost on where to start but focusing on
three important aspects to true cybersecurity makes
it a little easier to stomach. Survey your clients’ backup
and restore solutions and make sure every endpoint
is protected. For servers, consider a true business
continuity solution as outlined above. Then harden
access to the customer site as well as the LAN with
prevention in depth.
The last hole to plug is simply training an organization’s
employees on how they are soldiers in the fight against
cybercrime, a great value-add for an MSP, but also a
great way to reduce the likelihood of having to recover
from ransomware.

1-800-394-2724 | info@ascii.com | www.asciievents.com

EXCLUSIVE:
Did you know...ASCII members receive one
Terabyte FOR LIFE from our friends at Datto!
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3 TOOLS TO HELP MSPs
REACH NEW HEIGHTS

Datto CEO Austin
McChord explains some of
the great features Datto
has to offer.

Learn from Datto
employees as they
provide deep dives into
our various products and
technologies.

Quick and easy tips
for MSPs from MSPs,
via eBooks, webinars,
videos, and more.

To watch these videos, head to datto.com/resources
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HOW TO SPOT A PHISHING SCAM
By Christopher Brunau, Business Writer, Datto Inc.

Phishing scams are getting more sophisticated on a daily basis,
making them difficult to detect and avoid. With the abundance of
file sync and share platforms, phishing scammers are impersonating these services and sharing fake documents
or folders to infect your computer.
If you come across an email that looks like
it may be phishing, check the “show details”
dropdown under the sender’s name. You
will see a section labeled as “signed-by”.
This field can help determine if an email was
shared securely from a service.

The goal is to determine if the signed-by field was generated by
a DomainKeys Identified Mail (DKIM) or a service. A DKIM attaches
a domain identifier to the signature to display an email generated
by a user in the domain. For example, if you received an email from
name@datto.com, you would see a DKIM in the signature that
looks like this datto-com.20150623.gappssmtp.com. This is how all
emails through a domain are processed.
Emails shared through a service (i.e., Drive, Calendar, Dropbox,
Box, Etc) do not have a DKIM. Instead, you would see the signature
of the provided service. If something is shared through Dropbox for
example, you would see: signed-by dropbox.com.

HERE ARE A FEW TIPS:
The subject has a
very generic name.

It was a shared file that was BCC’d and
not shared privately from the service.

WARNING!

Note the suspicious to address
hhhhhhhhhhhhhhhh@mailinator.com

The signed-by field is sent from an email and
not the service (should be something.bounces.
google.com or something.dropbox.com).

Lemenmade

If you receive a file, and it isn’t signed by a reputable service like google.com,
gmail.com, or dropbox.com, it’s likely phishing, so DO NOT OPEN. Much like dealing
with ransomware, it’s important to remain vigilant and operate with caution.
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Network with over 1,000 Datto
Partners to learn their successful
go-to-market strategies, pricing
structures, and BEST PRACTICES.
Register today at dattocon.com

