
of cybersecurity issues that
have affected SMBs in the
last 12 months

Discover a World of
Opportunity for MSPs in

Opportunities abound for MSPs looking for new revenue streams.
One market segment in particular never stops growing: cybersecurity.

We spoke to nearly 3,000 SMB IT decision-
makers around the world to learn more 
about their security concerns and priorities, 
and this is a snapshot of what they told us. 

SMBs know they need security
help and they’ve got money to spend. 

Phishing tops the list 

of respondents anticipate
being the victim of a phishing
attack in the next year

About 60% of respondents expect
to experience a ransomware attack
in the next 12 months

Almost three-quarters of companies say that a
ransomware attack would be a death blow  

Likelihood of being phished

72% 

41% 31% 22% 7%

Likelihood of falling prey to ransomware

Impact of a ransomware attack

SMBs often juggle more risk than they can handle, with new 
issues always on the horizon. They need MSPs and MSSPs to 
help them mitigate their risks now and put themselves in a 
strong position to steer clear of cyber trouble later. 

Learn more about SMB attitudes toward cybersecurity and 
other growth opportunities for MSPs in our report Datto SMB 
Cybersecurity for MSPs.
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Survey respondents:

2,913
SMB IT
decisionmakers

20% to 50% 
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Almost one-third of SMBs devote 

of their IT budget to security  

Four in 10 (42%) survey respondents reported
a boosted IT security budget in 2022

The Top 10

That SMBs Face

Security
Challenges

Lack of administrator
cybersecurity training  

Phishing phone calls  

Lack of defense
solutions (antivirus)  

Insufficient security
support for different
types of user devices  

Outdated security
patches  

Phishing emails

Malicious websites/
web ads

Weak passwords/
access management

Poor user practices/
gullibility  

Lack of end-user
cybersecurity training  
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42% of SMBs attribute their
security issues to lack of training
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Ransomware  Computer
viruses  

Experienced in the past year Experienced ever

Extreme impact – it would
be difficult to recover

Significant
impact

Minimal
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No
impact

17% 

53% 

28% 

3% 

Download the
report now!

Results made not add up to 100% due to rounding.


