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You used to manage and back up all of your data on-site. Then you moved it 
to the cloud, to Google Workspace (previously called G Suite), and you sighed 
a big sigh of relief. Your data was safe. No more sleepless nights worried 
about the unthinkable happening on your watch. But then the unthinkable 
happened. An employee accidentally deleted a critical document, and by 
the time it was discovered the window of opportunity for retrieval had passed. 

The confidence you had was misplaced. Suddenly you understood, all too well, that your data—

despite being in the cloud—was still at risk. In fact, there are three big risks you may face: 

risks related to ransomware, human behavior, and disaster. 

For instance:

Unfortunately, in each of these situations, if your data is in the cloud and you’re relying on 

Google Workspace and Google Vault, and have no other backup protection, it’s gone.

These are known risks that IT professionals in all industries and across all geographies 

are well-aware of. And many think they’ve taken steps to cover their organizations from 

the potential impact of these risks.

Many are wrong.

•    What do you do if an employee falls prey to a phishing attack or malware? 

       Your data could be lost or corrupted.

•    What do you do if you delete an email and it falls outside the 30-day recycle bin window? 

•    What do you do if a disgruntled, terminated employee maliciously goes                                                                 

       in to delete critical information? 
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For years now, organizations of all sizes have relinquished control of much of their data 

to various SaaS applications. The top authorities in this arena, like Google, have an edge—

but it can be a very sharp edge, one that has the potential to cause significant risk and 

related costs for organizations. 

The big players in the cloud space are great, but when it comes to providing 100% data protection 

when facing risks from ransomware, human behavior, or disaster, they simply don’t have you covered. 

Here’s why: 

The cloud is still relatively new, despite the penetration that cloud applications now have 

in the market. For many years, IT professionals were used to having all of their data on-premises. 

They had total control over that data. They dealt with the complexities of ensuring the organization’s 

data was safe from potential risk because they clearly understand how critical it was to ensure that 

data was backed up. It wasn’t a simple task. But it was a simple necessity well understood by all.   

But then they began relinquishing this control to the cloud for many very good reasons. Many 

assumed that when they did so, they were entirely covered from any damage to that data—

that if their systems were hacked, if an employee inadvertently deleted an important document, 

or if disaster struck, that their data would be backed up. 

Unfortunately, many have found that this wasn’t the case.

•    “Cloud storage” doesn’t mean “backup”.

•    Sometimes “backup” doesn’t even really mean “backup” in the way 

       that users are considering this term.

In the Cloud Doesn’t Mean in the Clear     
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Why? Because while these providers may replicate your data, they don’t 

back up your data. Replication means that there is a link to your data in the 

data center. But if something happens to your data—on-site, or in the data 

center—it’s gone. These providers offer replication or redundancy, but that’s 

not a true backup because the second copy of your data hasn’t been created. 

There’s just a link to the data in another location where you can log in and 

recover a version history. But it’s not a true backup.

Even in the cases where an earlier version of the data may exist, the recovery 

process itself can be extremely cumbersome and time-consuming. 

And, even if you do get the data back, you’re going to lose a lot of your 

metadata—and you’re going to lose the folder structure associated with 

the content, again requiring an investment of time that most organizations 

don’t have. 

Fig 1. Simply putting your data into the cloud doesn’t mean 

that it’s backed up; it’s simply stored there.

IT leaders know, better than most, the potential dangers of trusting 

enterprise data to “the cloud.” And yet, as we talk to IT leaders about

their storage and backup needs, we find that they’re often shocked 

by what third-party storage providers won’t provide them with.

And suddenly the light bulb goes off.

Fig 2. You need another layer of protection to ensure your data 

is actually backed up, not simply replicated.

The big misconception is that when you move to the cloud everything 

is taken care of. It’s not. 
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Lost data isn’t the only potential pitfall of relying on third-party cloud storage solutions. 

Cost is also an issue, and licensing fees can ramp us quickly.

One of the early lures of cloud solutions for data storage has cost. Organizations could save 

significant costs related to managing their own data centers, buying and maintaining hardware, 

software, licensing, etc. But, while fees of $15-20/user/month can seem economical on the surface, 

those fees can ramp up quickly.

For instance, are you just covering current users, or do you want to retain access to the data

of employees who have left your organization? For how long? Fees of $15-20/user/month,

$20/user/month, depending on the license, and sometimes more. The bigger the organization,

the more frequent the turnover, the quicker the more rapidly these costs ramp up.

Out-of-pocket costs also aren’t the only costs you need to be concerned with. Time is money and, 

as we’ve already seen, the process of attempting to recover data with cloud-based data storage 

providers can be significant.

The predictability of expenses is also important. Organizations need to know what they can expect 

in terms of monthly expenses. They want to be able to produce a consistent cost when they outsource 

their backup needs just as they would be able to when owning and operating their own infrastructure. 

They don’t want to be at the mercy of a provider that suddenly decides to change their pricing structure. 

So, if the solution you’re using isn’t covering all of your needs at a predictable, and sustainable, 

price point, what should you be looking for? 

The answer: a cloud backup solution. 

The High (and Often Hidden) Costs of Licensing Fees
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When you’re looking for a solution that you can rely on, there are some must-have features 

that should be top-of-mind. These include:

•  Quick set-up. Staff time is at a premium; you want a solution that doesn’t put additional pressure 

     on already limited staff availability.

•  A “set it and forget it” model so you can simply let the backups run. The only time you ever need to log in 

     is when you need to recover data. And, when you do, you’ll find it to be a very simple and quick process.

•  Ability to push data from one user to another. When someone leaves your organization, and a new 

     person takes their place, you don’t want to have to go through a cumbersome process to ensure 

     access to their data. Look for a solution that offers a one-click process to get the job done.
 

•  A choice of data centers around the world so you can choose where you want your data to be stored. 

     In addition, you’ll want to look for a host with a private cloud to provide maximum peace of mind in   

     terms of data security. You maintain control over your data and minimize potential ransomware, 

     hardware failure, theft, and accidental deletion.

What to Look for in a Storage and Backup Solution

Ease of Use1

Restore Capabilities2

•  No storage limits. Some vendors charge for storage. These costs can build up very quickly. 

     Your data can  too. With no storage limits, your backup solution will  grow seamlessly with you, 

     with no added costs involved.

•  Stable pricing. No matter how much storage you have today, or how much you add, your price 

     is not going to change. That provides predictability in terms of expenses and ease of budgeting 

     because you know exactly what you’re paying for—and what you’re paying.

Storage3Fig 3. Backupify, a Datto company, owns and operates 

its own data centers across the globe.
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•  24/7 direct, dedicated, tech support—you need 

     access to your data, and answers to your  

     questions, when you need it. Most large 

     enterprises operate across multiple time zones 

     and can’t be held hostage by a provider only

     available during specific hours.

•  A support team around the globe who speak 

     multiple languages. Because so many 

     enterprises are global and have staff who 

     speak multiple languages, they need a support 

     team that does too. Communication is 

     everything when it comes to ensuring access 

     to and the protection of your data.

•  Real people, not robots. Technology enables us 

     in so many ways, but it doesn’t replace real 

     people, especially when it comes to support. 

     You need the assurance that when you need 

     help and when you have questions, you 

     can get the answers from a person, not a robot.

•  No added price for support. With many vendors, 

     support comes at a cost and often a significant 

     cost. You want to form a relationship with a 

     vendor that doesn’t charge extra for doing what 

     they should be doing in the first place—

     providing you with exceptional service and support.

•  Straightforward pricing terms. Backup pricing 

     can be be confusing, but it doesn’t have to be.

     Look for pricing that you can understand, 

     provide in clear, succinct terms that allow you 

     to immediately understand the answer to the

     all-important question, “What is this going

     to cost?”

•  Reasonable cost per user. When it comes to 

     cost, of course, you want to make sure that

     these costs are reasonable. Per user costs may

     seem straightforward. Sometimes they’re not.

     For instance, if an employee leaves and another 

     employee comes on board needing access to 

     their data, is that a new user? Sometimes, for 

     some vendors, it is, and that can increase your

     costs exponentially.

•  Predictable pricing. The bottom line is you need 

     to know what you’re paying—not only what 

     you’re paying today, but what you should budget

     for future expenses.

Support5 Cost6

•  SOC 2 Type II audited solutions. These are audits   

     that are independently conducted to provide 

     a rigorous review of a company’s backup and 

     recovery systems. A vendor that meets this level 

     of compliance is a vendor you can trust. SOC 2 

     is more comprehensive than the SOC 1 audit—

     and is completely conducted by an independent 

     third party.

•  The ability to provide additional security controls, 

     like HIPAA compliance, are especially important 

     for healthcare organizations dealing with 

     personal health data.

•  AES 256-bit encryption—the strongest encryption 

     standard available today—provides unassailable 

     peace of mind. AES 256-bit encryption protects 

     data while it’s in transit and as it lives in the 

     cloud. When it comes to security and regulatory 

     compliance you don’t want to leave anything 

     to chance.

Security and Regulatory 
Compliance
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https://www.backupify.com/blog/why-soc-2-compliance-matters-for-cloud-vendors
https://www.backupify.com/blog/why-soc-2-compliance-matters-for-cloud-vendors
https://www.backupify.com/blog/ongoing-security-process-backupify-achieves-hipaa-compliance
https://www.backupify.com/blog/explore-the-measures-backupify-takes-to-protect-your-data
https://www.backupify.com/blog/explore-the-measures-backupify-takes-to-protect-your-data
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Backupify provides all of this and more. 

Backupify offers ease of use, exceptional restore capabilities, truly unlimited storage, and readily 

available support all at a price point that you can count on, and that won’t break your budget. 

Backupify has been providing time-tested backup services for years. With automated backups, 

new user detection and archiving of departing users, and a cloud-managed UI, Backupify takes you 

beyond the native recovery capabilities of the SaaS applications you’re creating and storing data in. 

When it comes to backing up your cloud data, you need a reliable solution that keeps your data secure 

and accessible, no matter what. Whether it be human error, malicious deletion, or cyber attacks, 

you can rest easy knowing your Google Workspace data are protected with Backupify. 

Want to learn more about our products? Request for a free demo.

“I love the speed of recovery. 
 Get in, find what you need, 
 get out. The search is very  
 fast. The results are easy 
 to read. The recovery  
 options are easy.” 

- Backupify customer

“The simplicity of 
  the platform is amazing.” 

- Backupify customer

Backupify: Best SaaS Storage 

and Backup Solution for Google Workspace

https://www.backupify.com/request-demo
https://www.backupify.com/resources/backupify-for-g-suite-2-0-product-overview


About Backupify

Since 2008, Backupify has been committed to giving IT decision makers the most reliable, 

easy-to-use backup product for Google Workspace. Our set-and-forget solution offers 

automated, all-in-one backup, search, restore, and export for your users’ Gmail, Calendar, 

Contacts, and Drive (including Team Drives).

Thousands of name brand companies have relied on Backupify to serve as their failsafe 

for Google Workspace for years. 

Why? Our commitment to moving the backup industry forward means all customers 

get granular, point-in-time restore, advanced search, full administrative access, 

and unlimited storage space. 

The result: companies of all sizes can get back to business faster.


