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Datto Backup for

Microsoft EntralD

Business continuity and disaster recovery (BCDR)

solution purpose-built for Microsoft Entra ID.

Datto Backup for Microsoft Entra ID is designed from
the ground up to secure, manage and rapidly restore
your Microsoft Entra ID (formerly Azure Active Directory)
data from misconfigurations, outages and cyberthreats.

With support for multitenant management, seamless
integration and fast recovery, it minimizes downtime and
ensures your or your client's business stays operational no

matter what. Whether you're facing accidental deletions,
misconfigurations or cyberthreats, you get resilient
Microsoft Entra ID protection, so identity authentication,
access control and day-to-day operations keep moving
without a hitch.

Microsoft Entra ID runs authentication — but backup is still your job

Microsoft Entra ID is the critical control plane of today's IT
environments. It's the vital link connecting users to Microsoft
365, other third-party SaaS applications, Azure services and
internal platforms. Every login request, access approval and
privilege escalation flows through it.

However, your Microsoft Entra ID data isn't always
guaranteed to be available when you need it most. Under
Microsoft's shared responsibility model, while they secure
the infrastructure, the responsibility to protect and back

up your data, including Microsoft Entra ID, falls squarely

on you. Meanwhile, identity threats are also escalating,

with sophisticated account takeover (ATO) campaigns and
relentless password-based attacks increasingly targeting
Microsoft Entra ID. In a recent example, one large-scale ATO
campaign targeted over 80,000 Microsoft Entra ID accounts
across hundreds of organizations’ cloud tenants.

As Microsoft Entra ID grows in prominence as a business-
critical system, and threats intensify, you can't really rely on
native protections that leave too much to chance. And that's
where Datto Backup for Microsoft Entra ID comes in. It's the
safety net for your Microsoft Entra ID data, ensuring that
when disruptions strike, you can bounce back fast and keep
business moving.

Did you know?

Microsoft reports that more than

600 million identity attacks target
. Microsoft Entra ID every day.

Why Datto Backup for Microsoft EntralD?

Whether it's accidental deletions, outages, misconfigurations or cyberthreats, IT disruptions often strike without warning. In
a world where identity and access management is the backbone of secure operations and downtime is not an option, Datto
Backup for Microsoft Entra ID lets you back up, protect and restore Microsoft Entra ID data with confidence.



Backup you can trust

»

»

»

»

Automated daily protection: Get IT peace of mind
with up to six automated backups every day, capturing
Microsoft Entra ID data approximately every four hours
without interruption.

Fast, simple onboarding: Protect critical identity data
in minutes with a streamlined, click-through setup process.

Intuitive management: Monitor licenses, track profitability
and view backup status from a single, easy-to-use portal
environments instantly.

Effortless scalability: Extend protection across
multiple tenants with set-and-forget backups,
built-in versioning and proactive alerts.

Recovery when you needi it

»

»

»

»

Point-in-time recovery: Restore data to an
exact moment before deletion, misconfiguration
or attack occurred.

Cross-userrestore: Move data from one Microsoft
Entra ID account to another quickly and with ease.

Restore to new tenant: Speed up recovery by
restoring data directly to a fresh tenant, avoiding slow
manual rebuilds and keeping operations running even
during security incidents.

Unified M365 Exchange recovery: Integrate with Datto SaaS
Protection to restore identity and user mailboxes, calendars and
contacts in a single workflow, accelerating disaster recovery and
reducing operational strain.
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Manage backups across all your SaaS environments
from one centralized portal

Restore Microsoft Entra ID data with ease

Pricing you can plan for

» Simple per-user pricing: Deploy licenses across users
and easily reassign them as needs change.

» Volume-based savings: Unlock aggregated discounts
based on the total number of licenses purchased.

Compliance you canrely on

» Built-in compliance support: Meet regulatory
requirements with backups aligned to SOC 1/SSAE 16 and
SOC 2 Type Il standards while supporting Health Insurance
Portability and Accountability Act (HIPAA) and General Data
Protection Regulation (GDPR) needs.

» Infinite retention: Keep your Microsoft Entra ID data
for as long as you need it with unlimited data retention.



Technical backup features

Backup frequency Automatic, up to 6 backups per day

Users, groups, directory roles, service principals, devices,

Protected objects contacts, applications, administrative units

Automated backup Automated daily point-in-time backups begin after initial ingest
Cloud storage regions United States, Canada, UK, Ireland, Australia, South Africa
Storage Unlimited

Retention Infinite data retention

Restore functions Original tenant, new tenant, Unified M365 Exchange recovery

» Multifactor authentication (MFA) to management portal
Security » Role-based access control (RBAC)

» Single sign-on (SSO) from KaseyaOne Portal

» 256-bit AES at-rest

Backup encryption » TLS encryption in-flight

» PSA ticketing
Alerts .

» Email alerts

» PSA alerts & automated ticketing (Autotask, Kaseya BMS)
Workflow integrations » mylTprocess

» Compliance Manager GRC

Secure your Microsoft Entra ID with confidence and ease

Threats targeting your identity data are escalating at an unprecedented pace, and leaving Microsoft Entra ID
unprotected — or relying solely on limited native tools — puts your or your clients’ business at serious risk.
With Datto Backup for Microsoft Entra ID, you can deploy protection in seconds and restore users in just a few
clicks. Beyond that, Datto makes it simple to manage all your backups — across Saa$S, appliances and endpoints
— from a single, unified portal, so you never waste time switching between platforms. The result is effortless
continuity, making it easy to keep operations running no matter what comes your way.

Request a demo today
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