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Saa$ Protection for

Microsoft Teams

Explosive Teams Growth

Microsoft Teams, the company’'s communication, and collaboration messaging
platform, has seen exponential growth in recent months due to the COVID 19
pandemic. A mere 15 months ago, Teams had 13 million users. Fast forward to
October 2020, and it's been reported that Teams has 115 million daily users.

Shared Responsibility

Given the shared responsibility model for data protection between Microsoft and
managed service providers (MSPs), it is essential to implement tools to protect
your clients' Teams data in the event it is compromised through accidental or
malicious deletion, viruses, or ransomware.

Why Microsoft Teams Protection is Important

< Data loss due to permanent deletion. If an employee accidentally deletes a
critical file from OneDrive or an entire folder of important emails passes the
retention period in the Trash, Microsoft will not be able to recover your data.
Even if those files are within your retention period, locating and restoring
lost data can be time consuming and costly.

« Data loss due to a ransomware attack. If your business suffers a
ransomware attack, you need a backup to roll-back your data to a point-
in-time before the attack occurred. Backup not only protects valuable
business data, it also eliminates the need to pay a ransom to criminals—
without any guarantee your files will be unlocked, or any future protection
from the same attack.

< Time and money lost in recovering files. Retaining critical user data if
employees leave a company can be costly without a backup solution in
place and recovering data might take longer than your business can afford.
It can take anywhere from minutes to weeks or longer to restore lost data
using native Saa$S application tools.

Protecting Teams Data with Datto SaaS Protection

Datto SaaS Protection ensures protection for files, conversations, and calendar
meetings in Microsoft Teams public channels.

Datto SaaS Protection makes it easy to keep your clients’ Microsoft Teams data
protected against permanent data loss. With our "Protect All" feature existing
Teams users will be automatically protected. For new clients’ simply check the
"Auto-Add" to safeguard all new users. You can make these updates easily from
the Manage Teams page. Datto SaaS Protection ensures you can access, control
and most importantly protect your clients' Teams data.

Flexible Recovery

Restores are faster and easier since you can now recover data associated with
Teams directly from a Teams backup. You can recover an entire snapshot or
granularly recover specific content, conversations, or calendar meetings. Data
can be exported, restored to the same Team, or restored to another protected
Team. Search capabilities are available at the tenant-level or snapshot-level
within the Teams recovery interface.
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Teams Search Exports Restores

Name. Email 4 LastBackup Storage

Demo Team ddp@dattosupport.onmicrosoft.com 01/17/2020 at 10:56 AM no2M8

Nick and Joe Test Team nguarino@dattosupportonmicrosoft.com 01/17/2020 at 851 AM 1m92M8

01/17/2020 3t 12:08 PM 6995MB
Team Site Test shein@dattosupport.onmicrosoft.com 01/17/2020 3t 12:6 PM 16118 MB
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